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Abstract

The widespread adoption of Al by students in higher education has created urgent
challenges for assessment design. As 89% of students use Al in their studies and
nearly 80% use it for assessments, institutions are struggling to balance preventing
misconduct with preparing students for responsible AI use. Existing reviews
address parts of this challenge, but none comprehensively synthesize practical
lessons for assessment design. This narrative review synthesized findings from
recent empirical articles, previous reviews, and other recent studies into lessons
that offer practical guidance to higher education professionals. Seven lessons are
identified for AI-robust assessment design: (1) preventing cheating must not come
at unacceptable costs to validity; (2) discursive solutions (e.g., AI use policies)
must be combined with structural redesign; (3) a two-lane approach distinguishing
independent from Al-augmented performance is advisable; (4) assessment
design should protect the intrinsic cognitive load while allowing offloading of
the extraneous load; (5) evaluative judgment has become a more central skill
that requires extensive domain knowledge; (6) a diverse portfolio of assessment
methods (the Swiss-cheese model) reduces vulnerability to both cheating and
validity bias; and (7) Al-robust assessment requires sustained, integrated teacher
professional development. Assessment design in times of Al is a wicked problem
without quick fixes. The seven lessons offer a practical framework for institutions
seeking to maintain validity, support learning, and uphold academic integrity in
an Al-rich environment.
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Introduction

A large percentage of students use AI in their studies in general (89% according
to Chung et al., 2024) and specifically to help them with assessments (79.5%
according to Gruenhagen et al., 2024). Many teachers and institutions encourage
the responsible use of Al by students for the potential benefits it may bring (An
et al., 2025; Luo et al., 2025; Moorhouse et al., 2023). Using AI may improve
writing quality and the performance of students (Fleckenstein et al., 2023),
personalize the learning support (Molenaar, 2022), and support cognitive and
emotional engagement (Guo & Wang, 2025). Simultaneously, however, an
increasing amount of risks and negative effects are surfacing: use of Al may lead
to cognitive offloading and cognitive dependency (Abbas et al., 2024; Bastani
et al., 2025), increases in dishonesty and cheating (Ardito, 2025; Newton, 2025),
decreases in equity (Akgun & Greenhow, 2022), breaches of privacy and other
side-effects that are not monitored (Dekker et al., 2025).

The potential gains and risks make it desirable for higher education insti-
tutions to control if and how Al is used. This is not an easy endeavor, given
that it is hard or even impossible to reliably detect the use of AI (Ardito, 2025;
Fleckenstein et al., 2024; Kofinas et al., 2025; Perkins, 2023; Perkins et al., 2024b;
Waltzer et al., 2024) and that students generally do not like to disclose if and
how they used AI (Gonsalves, 2025). This raises the question of how assessment
design can still be valid and reliable. How can assessment design validly assess
whether students have done the learning work themselves (Ellis & Murdoch,
2024), while also preparing and teaching students to use Al responsibly?

Four previous reviews have answered parts of this question. Cui et al. (2025)
conducted a scoping review to chart the assessment literacy that teachers should
have, in order to (re)design their assessments. Their focus was limited to teacher
skills rather than the broader consequences of assessment and curriculum,
and their search included articles up to September 2024. Kangwa et al. (2025)
explored the factors that promote responsible and effective use of GenAlI tools
with a systematic literature review. Their review offered one of the most com-
prehensive and recent overviews of the literature, but the focus was on Al used
by students rather than assessment. Xia et al. (2024) wrote a scoping review
on how generative artificial intelligence is transforming assessment in higher
education. This review included empirical articles published before September
2023, which made it unsuitable for providing comprehensive advice. Newton
and Jones (2025) offered pragmatic advice in their guide for educators about

> When I write about Al in this article, I refer mostly to one specific application of Al large

language models. In practice, the term “large language models” is less often used than terms
such as “GenAlT’, “Chatbots”, and “ChatGPT”.
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how to adjust assessments for artificial intelligence. Their advice focused on the
medical domain and did not use the literature available. What is missing is a
practical review that summarizes lessons from recent literature on how to both
prevent Al-related fraud and support students in learning to use it responsibly.

Theory

Two conceptual matters that are central to the literature on assessment design
in higher education are also of particular importance in relation to AI: how we
define assessment and how we think about its validity and reliability.

Firstly, there is the definition of the concept of assessment. The emphasis of
assessment can be on contributing to learning or on making a sound judgment
about students. The former focus is often called assessment for learning and has
given rise to several related concepts, such as formative feedback or formative
assessment (e.g., Wiliam, 2011). Within this stream of scholarship, assessment
provides feedback for both the student and the teacher and can occur in class,
between peers, or among teachers and peers. Emphasis can also be placed on
how assessment can best function as quality assurance (e.g., Miranda, 2025) in
high-stakes evaluations. From this perspective, matters of reliability, such as
assessment consistency and validity, and measuring what matters are important
components of quality assurance.

Both emphases are impacted by Al and can influence how it is used or
regulated. Al can, for example, be positioned as a tool for feedback, serving as
a partner or replacement in feedback dyads of peers and teachers (Meyer et al.,
2026). It is debatable whether AI mostly enhances or impedes these feedback
interactions, but its influence is undeniable and demands that institutions and
teachers collectively take a stance. Al also affects how well different types of
assessment can still make accurate judgments about a student’s capabilities
when it is not possible to distinguish a student’s authentic work from work
that is completely Al-generated (e.g., Newton & Jones, 2025).

Secondly, the conceptualization of validity plays a central role in under-
standing how Al can and should influence assessment design. The concept
of validity is generally used in three different ways in assessment literature:
as a test characteristic, as an argument-based-evidentiary claim, or as a social
imperative (St. Onge et al., 2017). As a test characteristic, it refers to the extent
to which assessments measure what they are intended to measure. When using
this definition, the emphasis lies on the test as a relatively context-independent
tool: certain forms of assessments are valid for certain learning goals. As an
arguments-based-evidentiary claim, validity stands for a process in which the
validity of an assessment is studied and not seen as a static characteristic. When
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validity is viewed from the social imperative perspective, attention is also paid
to the social or societal consequences of tests. For example, the impact of using
a certain type of assessment on the workplace for which students are being pre-
pared. Validity issues tend to be structural or related to the focus of an assess-
ment. From the first perspective, certain assessment types, such as essays, have
become invalid after the introduction of ChatGPT. From the second perspec-
tive, it is important to monitor validity when AT is used for an exam. The third
perspective warns about the equity risks of rewarding students with expensive
AT higher grades and the societal risks of deskilling if AI-independence is not
inferred from assessments. Reliability, as an important related concept, stands
for the consistency of judgment or the level of noise and arbitrariness when
absent (Kahneman et al., 2021). Not being able to detect Al use can undermine
validity and reliability as the end product, used for assessment, can no longer
be seen as an indicator of student’s capabilities.

Cheating and fraud in the context of this article refer to knowingly using
Al for assessment in a way that was prohibited by the institution or teacher.
Unconsciously using Al in prohibited ways can be a communications issue
that can be solved by designing and communicating clear policies on what is
and is not allowed. When disclosed, consciously acting against the rules for
responsible AT use can be an act of open rebellion against a policy, or an act of
deception when it is not disclosed to avoid the consequences.

Conceptually, it is also important to define AI and the different potential it
has. For the sake of clarity, I will use the term “AI” instead of “large language
models” for readability. However, eventually, I will make a distinction between
general-purpose Al and educational AI. General-purpose Al such as Claude
and Mistral, has no pedagogical restraints and can be used by students for basi-
cally anything. Educational AL, on the other hand, has built-in restrictions that
are geared towards a learning goal and based on a learning mechanism (Dekker
et al., 2026; Dekker & Hermans, 2026). This could be a restricted persona within
a chatbot that does not provide suggestions or write drafts, but only provides
certain feedback on written texts.

Based on the discussion above, it is important to ascertain which types of
assessment design are more vulnerable to the described risks to validity and
reliability. I am, therefore, introducing the term ‘Al-robustness’ to indicate
the degree to which assessment design validity and reliability are negatively
impacted by the availability of general-purpose Al. More robust methods for
assessment design are less vulnerable. The purpose of the present review is to
summarize and synergize the prescriptive lessons for improving the Al robust-
ness of assessment design that can be deduced from the recent literature.
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Method

Methods used in a narrative review are not necessarily systematic and often not
disclosed. This creates the impression that there is a dichotomy between trans-
parent and systematic approaches on the one hand and a completely opaque,
anything-goes approach on the other. Ideally, however, methods should be
tailored to the research question and context, which is why I tried to be as
transparent as possible about the specific approach used in this narrative review.

The increase in publications on AI and assessment has coincided with an
exponential increase in low-quality publications; therefore, I decided to use a
more focused approach than traditional systematic literature review protocols,
which start by including a large number of hits that may include duplicates and
low-quality studies. In order to answer the main question, I searched for review
studies on assessments in higher education published after 2023 to gain a broad
understanding of the field. I also decided to zoom in on the leading outlet that
published the most impactful papers on the topic based on the reference lists
of the review studies, and to continue from there. This was achieved by firstly
checking all 148 published articles (89 with assigned issues and 59 online) from
the ‘Assessment & Evaluation in Higher Education’ journal of 2025. There are
other publications on assessment or higher education, but this journal’s focus
is the best match for the research question and contains the seminal papers that
keep appearing in reviews. After reading all the titles and abstracts of the 148
eligible articles, I included 10 articles that specifically addressed assessment and
Al Next, and in order to include more relevant studies outside of Assessment &
Evaluation in Higher Education, I read all the titles and abstracts of the articles
in the reference lists of the 10 included articles (the ‘snowballing’ technique),
which led to the inclusion of an additional 14 articles that met the inclusion
criteria. Finally, I checked which articles had cited the included primary studies
(the ‘reverse snowballing’ technique), leading to the inclusion of 12 more artic-
les and a final sample of 36 studies. All searches were conducted on the 30th
and 31st December 2025. All reviews and included articles were studied and
scanned for potential prescriptive lessons regarding assessment design in the
age of AL Clustering and synthesizing these lessons led to a total of 7 general
directions for advice that are summarized in the results section. Table 1 in the
appendix shows all the included studies, the lessons derived from them and
how they were used in the final synthesis.
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Lesson 1: Preventing cheating at the cost of validity

After students adopted Al for schoolwork, many exams became more vulner-
able to cheating, and cheating indeed increased (Newton, 2025). One reaction
was to trade written assessments and take-home exams for verbal assessments
and in-class exams in order to be able to detect whether the student could in-
dependently show mastery of the learning goals (An et al., 2025; Moorhouse
et al., 2023). While this may increase the degree to which one can determine
what the student knows and can do without Al it can also decrease the validity
of the assessment (Dawson et al., 2024). Validity stands for the degree to which
the awarded grades represent what they are meant to (Dawson et al., 2024). If
all assignments become verbal, but the profession for which the degree prepares
students requires them to be good writers or to come up with original ideas,
then only verbally testing students in situ is a less valid approximation of the
required capabilities. If the profession requires you to write well with access to
resources and time, testing whether you can write on the spot without access
to resources may not be valid. If the profession requires you to be original, we
first need to define what original means (Luo, 2024). Methods of assessment are
seldom perfectly aligned with the learning goal. Relying exclusively on one type
of method will compound the biases of this method. Only testing verbally dis-
advantages students who are less verbally able, and vice versa for using written
methods, leading to differences between domains. For example, reading and
writing are more central to the humanities than to technical studies (Luo &
Dawson, 2025). Overly focusing on preventing cheating can also impact on the
relationship between teachers and students and transform the role of the teacher
into being an “Al cop” (Luo et al., 2025; Luo & Dawson, 2025). It is, therefore,
important to ensure that the prevention of cheating does not lead to unaccept-
able losses in the validity of the combined assessments that a course uses.

Lesson 2: Combining discursive and structural solutions

The introduction of Al in education created much confusion for both students
and teachers about which types of Al use, if any, are allowed (Corbin et al.,
2025a; 2025b; 2025¢; Eaton et al., 2025). One way to increase this transparency
was by creating taxonomies or ‘traffic lights’ for each separate course to com-
municate the type of Al use was authorized and conducive to the learning
goals (e.g., Furze et al., 2024; Perkins et al., 2024a). In addition to making
explicit what is allowed, many have argued that it would be good to provide
explicit examples of the correct use of Al (DeLuca et al., 2025; Eaton et al., 2025;
Gonsalves et al., 2025; Gruenhagen et al., 2024; Kangwa et al., 2025; Tight,
2024), to teach students about the limitations of AI (Tsao, 2025), and explicitly
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teach students about integrity (Parson, 2025; Tight, 2024). Parson (2025) found
some evidence that offering integrity courses decreased academic misconduct.
These ‘discursive’ solutions (telling students what is good or allowed) can pro-
vide clarity and prevent misconduct based on misunderstandings. However, this
does not sufficiently deter all students from misconduct (Newton, 2025). In the
final analysis, discursive solutions still depend on the willingness of students
to transparently declare their use of Al Students do not tend to transparently
report Al use, fearful of lower grades (Gonsalves, 2025). Currently, their fears
are justified, given that teachers (especially in the humanities) often mark down
students who use AI with judgments such as ‘this shows less independence or
laziness’ (Liu & Dawson, 2025). The communication about the authorized use
of Al is not enforceable and places the responsibility for integrity with students
(Corbin et al., 2025b; Eaton et al., 2025). Corbin et al. (2025b) argued that
we need more structural solutions in addition to the discursive traffic light
methods.

In line with the metaphor of the traffic lights, one can imagine integrity
modules as driving lessons. If we extend the metaphor, then structural solutions
might be similar to speed bumps, roundabouts, and speed cameras. What sug-
gestions for structural solutions does the literature offer? DeLuca et al. (2025),
Moorhouse et al. (2023), and Xia et al. (2025) propose redesigning assessments
that require creativity, collaboration, community, critical thinking, and con-
textuality. Corbin et al. (2025¢; 2025d) and Xia et al. (2025) propose using more
authentic forms of assessment and holistic forms of judgment that emphasize
the process rather than the output. Authenticity of the assessment does not
yet seem to impact the ability to safeguard or protect against AI misconduct
(Kofinas et al., 2025), but holistic methods could provide a way to save the
assessment forms, such as the essay in places where it still offers a valid test of
the learning goals (Corbin et al., 2025d).

An important condition for this is that students share their interactions with
Al transparently rather than just the final product. One way to gain more insight
into learning processes might be to use in-class work. These provide excel-
lent opportunities to monitor the process of learning and to organize feedback
interactions with students about the process of using Al in different responsible
ways. Class attendance may be conditional for making holistic, process-oriented
and formative assessment strategies work. Currently, however, attendance is
not a given. Studies show that longitudinally monitored attendance patterns
in higher education record a steep decline in class attendance, from 43% pre-
COVID-19 to a post-COVID-19 (and ChatGPT) average attendance rate of just
30.6% (Dekker & Theelen, 2025). Adding structural to discursive solutions will
also require a different approach to attendance.
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Lesson 3: The two-lane approach

Given that it is hard or even impossible to reliably detect Al use, Liu and
Brigman (2023) proposed dividing assessments into ‘two lanes’. Assessments
in lane 1 ensure that students demonstrate mastery of knowledge or skills
independently of Al using verbal, skill-based, or simulation-based assessments
or exams under controlled conditions. Assessments in lane 2 allow students
to use Al at each step of the process, provided they can report their Al use
transparently. This proposal aligns with the recommendations of Ardito (2025),
Eaton et al. (2025), and Lodge et al. (2023), who all propose distinguishing
between tests that aim to establish independent performance and enhance aug-
mented, hybrid, or automated performance. Liu and Brigman (2023) argue that
a middle ground is feasible, given that it is not possible to reliably detect AI
use beyond the controlled settings of lane 1. Curtis (2025) states that learning
to use Al responsibly, like any educational process, will require scaffolding,
constraints, and guidance, which requires some type of ‘middle lane. Lane
2 should not be an open invitation to use Al without supervision. Liu and
Brigman (2023) do not advise relying on the goodwill of the students, while
Curtis (2025) asserts that most students will follow the instructions. In many
generic university contexts, the seduction of using Al inappropriately is too
much for many students (Newton, 2025). A middle ground to this discussion
could be to use a two-lane approach and also to offer guidance and instruction
in lane 2 in line with lesson 2. The discussion assumes that educators have no
control over the technology. General-purpose Al is not pedagogical: a good
teacher or parent will not do anything you ask. Educational AI, developed by a
combination of teachers and programmers, could be a way in which the techno-
logy could become more pedagogical, allowing for enforceable authorizations
of different types of use.

In summary, the lesson is that it is advisable to test independent perfor-
mances in controlled conditions (lane 1). How often will depend on costs,
validity, and time (see lesson 1). We will address this further in lesson 6. By
having several lane 1 assessments in place, you increase the chances that stu-
dents have achieved mastery, which is a prerequisite for responsible use of Al

Lesson 4: Desirable and undesirable cognitive load and offloading

Ellis and Murdoch (2024) distinguish between the work, which is the output or
artefact that a student makes or performs and the work of learning, which is the
process through which this work is made. They argue that the work of learning
cannot be outsourced because it would defeat the purpose of learning. It is like
using a forklift truck to lift weights in a gym. Using Al can be conceptualized
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as a form of cognitive offloading (Fan et al., 2025). The work of learning, or
‘intrinsic’ cognitive load, should not be offloaded (Molenaar, 2022; Perkins,
2023). A range of studies have shown that AI use increases performance (the
work) but decreases the work of learning by offloading cognitive (Bastani et al.,
2025) or metacognitive effort (Fan et al., 2025), at least if it is not constrained,
controlled, or guided (Dekker & Hermans, 2026). This raises the question
about what parts of a task can or should be offloaded? Findings from cognitive
psychology show that effort itself should not be offloaded, given that the most
effective forms of learning are effortful (de Bruijn et al., 2023). For this reason,
effortful but effective forms of learning are called ‘desirable difficulties’ Diffi-
culties that are undesirable, however, can be considered types of extraneous
load that may be offloaded. This goes back to the importance of validity stressed
earlier. What is the type of effort, or the work of learning, that the student needs
to experience in order to reach the learning goals? Models like the AIAS can
support teachers in pinpointing this and relating it to the role that technology
is allowed to play (Perkins et al., 2024a). Reading and writing are more intrinsic
to the humanities and less so to technical studies (Luo & Dawson, 2025). It is
more likely to be valid to allow students to offload parts of the writing process
in an engineering assignment than in a writing course.

Lesson 5: Evaluative judgments

The popularity of the term Generative Al for most of the recent machine
learning applications reflects its primary use: generating texts, images or con-
tent. If AI can generate it, then judging the quality of its output becomes more
important (Bearman et al., 2024; Zhan & Yan, 2025). Tai et al. (2018) describe
evaluative judgment as consisting of two components: a person must have an
internal understanding of quality and apply this to a specific work. This is a
disciplinary skill rather than a transferable general skill (Bearman et al., 2024;
Tai et al., 2018). It requires domain knowledge, and can also be deliberately
trained using self-assessment, peer-assessment and feedback, rubrics, and
exemplars. In addition to assessing the output of Al students and teachers can
also evaluate the process of Al use and the judgment of student work by Al
(Bearman et al., 2024). A novice is more likely to uncritically accept output,
whereas users who are more knowledgeable about the particular subject or
scrutinize it more closely are able to recognize problematic output and add
iterations or adapt their AI use (Walton et al., 2025; Zhan & Yan, 2025). Students
generally want the study work they produce to come from themselves (Bear-
man et al., 2025), but at the same time can misattribute output from Al as their
own work (Walton et al., 2025). One could call this a meta-cognitive awareness
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of Al dependency. This teaches us two things. Firstly, evaluative judgment has
indeed become more important because of Al but there are no shortcuts to
obtaining it, as it requires both domain knowledge and deliberate practice with
the known forms of effortful and effective assessment. Second, there is a high
risk of the notorious ‘Matthew” effect when it comes to evaluative judgment and
Al less knowledgeable students are more likely to uncritically accept output and
thereby become less adept at evaluative judgment, while more knowledgeable
students will spot weaknesses and engage in longer iterations that will increase
their evaluative judgment (Dekker & Hermans, 2026). This process is further
exacerbated by the personalized nature of chatbots, which adapt to users based
on chat history by lowering or altering expectations and making new sugges-
tions to close the loop. The prescriptive lesson to be drawn is that teachers play
a central role in organizing the formative feedback processes to ensure that all
students have the opportunity to improve their evaluative judgment. This will
require providing general knowledge about Al literacy and the limitations of
AT, but it will also still require the usual disciplinary deliberate practice.

Lesson 6: It takes a Swiss cheese and a village

In lesson 1, I mentioned the risks of relying on a single type of assessment.
The literature on AI detection shows that there are few Al-proof assessment
methods. The controlled lane 1 solutions can have a purpose, but turning every-
thing into a controlled lane 1 assessment may hurt validity in several ways
(lesson 1) because the biases in those assessment methods compound at the
program level. The so-called Swiss-cheese model aims to tackle this exact prob-
lem (Rundle et al., 2020). Its proposed solution is to create a diverse portfolio
of assessment methods to reduce vulnerability to the downsides of any one
method. Each assessment type can be seen as a slice of Swiss cheese, which, like
the famous Emmental, contains a few holes (air pockets). In the metaphor, the
holes represent the downsides of that particular type of assessment. The model
assumes that the holes or downsides are different from each other, thereby com-
pensating for each other’s weaknesses. This idea of ‘spreading the risk’ pertains
to both the risk of cheating with AI and the risk of validity bias. This advice
dates from before AI took off and has become even more important now.

The Swiss-cheese model requires a concerted team effort because its strength
lies not in individual assessments but in the combination of assessments in the
aggregate. In a similar vein, Nicola-Richmond et al. (2025) argue that it takes a
whole team (a village) to make assessments more robust against AL Assessment
redesign in line with, for example, the lessons above, requires skills that are sel-
dom combined in individuals but that might be found in complementary teams:
assessment design, subject-matter expertise, program knowledge, industry
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knowledge, and Al literacy. Another reason why it takes a whole team is that the
controlled ‘lane 1" assessments need to be strategically placed in the curriculum.
It can be less valid but also extremely labor-intensive to turn each assessment
into a controlled practicum or verbal assessment. Together, a team can decide
at which points in the curriculum students need to show independent mastery
of crucial skills before proceeding.

Lesson 7: The role of teacher professional development

AT poses several challenges for teachers and teaching teams. Assessment in
times of Al has all the characteristics of a ‘wicked” problem and cannot be
‘solved’ (Corbin et al., 2025a). Most teachers are motivated to redesign their
assessments for AI (Bower et al., 2024), but it requires careful navigation and
redesign from teachers and teaching teams who will need support to do this
well (Corbin et al., 2025a; Corbin et al., 2025¢; DeLuca et al., 2025) and cur-
rently often do not experience sufficient support (Nicola-Richmond et al.,
2025). Applying the previous six lessons will require professional develop-
ment to improve Al literacy, ethical dialogues about the affected values, and
assessment design skills of teaching teams (Bower et al., 2024; Cui et al., 2025;
DeLuca et al., 2025; Kangwa et al., 2025; Xia et al., 2024). Additionally, it will
require teachers to model responsible Al use or avoid using it irresponsibly.
Many students feel that there is a general unfairness in one-sidedly imposing
Al norms on students when teachers themselves use Al to judge student work
or create assessment questions (Luo et al., 2025). DeLuca et al. (2025) argue
that professional development for responsible AI use and assessment redesign
cannot be a simple add-on; it needs to be integrated into existing professional
development structures. Many higher education institutions have ‘centers for
teaching and learning’ or similar organizational units that can play a central
role in helping to integrate the required professional development components
into induction programs, teaching certificates, and fellowships. The broad range
of professional development activities can use the breakthrough insights in
the literature on effective professional development in education provided by
the review, as captured in recent articles by Sims et al. (2025) and Visscher
et al. (2025). Professional development should yield practical insights related
to teaching and learning for educators and provide a clear definition of what
“good” looks like using exemplars, and be clear about why this should be done.
This will not be easy, given that Al is not neutral and is intertwined with pro-
fessional and pedagogical values (Sporrong et al., 2025). If what counts as a
“good” performance is clear, then teachers can compare their own competence
with a “good” performance and plan how to improve it further. Effective profes-
sional development should also organize techniques for implementing insights
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and help to embed changes in practice. This can be done by using classroom
coaching and facilitating teacher cooperation (as a means of mutual support
and knowledge exchange).

Discussion

The spike in scholarly attention for assessment design in the age of AI does not
offer quick fixes to the wicked problem of Al assessment design (Corbin et al.,
2025a). Publications from the past years, however, do offer the following seven
lessons that can be used to make assessment more robust to the challenges
that AI poses: 1) preventing cheating must not come at unacceptable costs to
validity; (2) discursive solutions must be combined with structural redesign;
(3) strategically organize some controlled assessments in which students can-
not use Al; (4) assessment design should protect intrinsic cognitive load while
allowing offloading of extraneous load; (5) evaluative judgment has become
a more central skill that requires extensive domain knowledge; (6) a diverse
portfolio of assessment methods (the Swiss-cheese model) reduces vulnerability
to both cheating and validity bias; and (7) Al-robust assessment requires integ-
rated evidence-informed teacher professional development.

Both assessment for learning and assessment as judgment are affected by the
availability of AI to students. The potential for cheating and the lack of reliable
detection can undermine both the reliability and validity of the assessment.
As we learned in lessons 1 and 2, however, assessment for learning can be an
important part of the solution: organizing more formative assessments during
classes can reduce reliance on high-stakes assessment as the sole judgment and
provide more information about the learning process. This means that assess-
ment of learning approaches can no longer depend on portfolios or reports of
learning processes but needs to make this visible during in-class tasks. Courses
will need to strike the right balance between controlled assessments without AI
at strategic moments and more ecologically valid assessments that are grounded
in regular in-class assignments and feedback.

By synthesizing recent findings into seven lessons, this paper offers an
overview that can be useful to practitioners who want to get up to speed on
what we've learned thus far and researchers who want to build on the rapidly
expanding and diffuse knowledge base. The seven lessons combined insights
from previous reviews (Cui et al., 2025; Kangwa et al., 2025; Newton & Jones,
2025; Xia et al., 2024) with a focus on assessment and practical advice, and
added new insights based on recent papers that were not yet included in those
reviews (e.g., Bearman et al., 2025; Corbin & Walton, 2025; Luo & Dawson,
2025; Newton, 2025; Nicola-Richmond et al., 2025).
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Future developments

The current lessons are based on existing literature, which, in turn, is based on
versions of Al that are superseded by new developments as this article is being
written. How will assessment design remain AI-robust as the technology keeps
developing? Or, how future-robust are these lessons? There are three different
likely types of directions that we need to consider: technological developments
in general-purpose Al, developments in educational Al, and developments in
cultural attitudes towards Al

The first direction of development will mean ever more powerful general-
purpose Al that can perform more tasks, in a better manner, and be more auto-
nomous or ‘agentic’ Given these developments, the same seven lessons will be
even more urgent. More powerful Al is likely to impact the world for which
higher education needs to prepare students, meaning that only banning AI from
assessments will come at the cost of validity (lesson 1). It will also likely increase
the importance of evaluative skills as more tasks are outsourced to Al (lesson 5).

Developments in educational Al can be illustrated with a recent example.
Estonia made international headlines when its president presented the “Al Leap”
(TI-Hiipe) project. The Al Leap is a public-private collaboration between com-
panies, the Estonian government, schools, and researchers that makes a special
version of ChatGPT available to Estonian students (Aru & Laak, 2025). This
version of ChatGPT is programmed not to provide direct answers or drafts in
response to student questions; instead, it is supposed to help students find the
answers themselves in a Socratic fashion (Aru & Laak, 2025). Using such ‘peda-
gogical constraints’ could potentially counteract the user-friendly tendency to
remove desirable difficulties for students (Dekker & Hermans, 2026). Such
educational A could preserve the intrinsic cognitive load and instead offer
personalized formative feedback on demand (Laak & Aru, 2025). Fundamen-
tally, however, it would not change the challenges to assessment: even in this
situation, students will still also have access to general-purpose Al Choosing
educational Al over general-purpose Al will be up to the inner discipline of the
student, unless teachers can completely control what technology students have
access to in and outside of class.

The third direction involves cultural reactions to Al Society, and in par-
ticular teachers, can come to embrace or reject Al across all domains of life.
Currently, teachers hold balanced views on the potential benefits and risks
of Al in and for education (Granstréom & Oppi, 2025; Kalmus & Nikiforova,
2024). In scenarios in which Al acceptance or rejection is unanimous, both
are unlikely and relatively easy for policy: without Al, using a varied, valid
assessment portfolio will still be desirable, and with widespread Al protective
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measures described in the lessons, it will be necessary. However, it is more likely
that we are moving towards a more polarized setting in which some completely
reject Al use while others fully integrate it into their work processes. In this
scenario, assessment design should both protect against the option of out-
sourcing intrinsic cognitive effort but also keep in mind that some teachers
and students will not use Al This affects the degree to which in-class lessons
could be used to model and practice with responsible Al use, and it makes for
an uneven playing field during uncontrolled assessments (‘lane 2). The seven
lessons do not provide a solution to this predicament.

Limitations and future directions

This review synthesized practical lessons for assessment design in times of Al
in higher education. It used a narrative approach to offer a concise reading
experience for a broad audience of higher-education teachers and researchers.
The downside of not using a systematic approach is that this review does not
offer a transparent and precise focus that is replicable. This was a conscious
trade-off, given the availability of many systematic and scoping reviews that
were also included in this article.

Furthermore, by focusing on practical advice, it did not question some of the
more fundamental normative questions about the desirability of (different types
of) Al technology itself (e.g., Wieczorek, 2025). Nor did it synthesize or tackle
the empirical question of whether the gains outweigh the negative effects of Al
on learning (Dekker et al., 2025; 2026). These questions were beyond the scope
of this paper but deserve at least as much attention and will influence ques-
tions of assessment design. Controlled ‘lane 1’ solutions (Liu & Brigman, 2023)
will receive more emphasis if the academic community decides that Al in the
form of large-language models offered by commercial companies is unethical.
Think of, for example, the stolen data on which they are trained, privacy risks,
inherent unreliability, and their ecological footprint (Dekker et al., 2025). Rejec-
tion of general-purpose Al could also eventually lead to its technical adaptation
for educational purposes, either offered by companies, home-built by public
organizations, or private-public consortia, which could impact the enforce-
ability of authorized use. Empirical breakthroughs in our knowledge about the
added value of Al for learning will and should equally influence the degree to
which educational organizations want to ban or stimulate different types of use.

Future research should prioritize experimental studies that track the actual
effects of assessment redesign on student learning and academic integrity, rather
than relying on cross-sectional surveys of student or teacher attitudes. There is
also a pressing need for research on effective educational AI (as distinct from
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general-purpose Al) and its potential to create more enforceable, pedagogi-
cally grounded conditions for Al use in assessment. Initiatives such as the Al
Leap project in Estonia could offer important contributions towards these
developments.

Conclusion

The seven lessons presented in this review collectively point to a fundamental
tension that higher education institutions must navigate: the need to maintain
the integrity and validity of assessment as a trustworthy credential, while simul-
taneously preparing students for a professional world in which Al is a routine
tool. This tension is not new. Similar debates accompanied the introduction of
calculators, spell-checkers, and the internet, but the speed and breadth of Al
adoption, combined with the difficulty of detecting its use, make the current
moment qualitatively different (Newton, 2025; Perkins, 2023). The lessons in
this review suggest that institutions cannot resolve this tension by banning AI
use entirely or by permitting its use without structural measures and guidance
(Curtis, 2025; Dawson et al., 2024).

What emerges instead is a picture of assessment design as an ongoing, col-
laborative, and values-laden practice rather than a technical problem with a
stable solution. This aligns with broader calls in the assessment literature for a
shift away from assessment as measurement towards assessment as a learning
and developmental process (Corbin & Walton, 2025). Al intensifies this shift:
when the production of written output can be largely automated, the edu-
cational value of assessment must increasingly be located in the learning pro-
cess. Additionally, domain knowledge becomes increasingly important due to
its instrumental role in evaluating AI-generated content. Perhaps surprisingly,
this means that making education AI-robust will also entail finding ways to
revalue and strengthen two classic core tenets of education: class attendance
and engagement, and domain knowledge accumulation.
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Table 1

An et al.
(2025)

Ardito
(2025)

Bearman
et al. (2025)

Bearman
et al. (2024)

Bower et al.
(2024)

Cui et al.
(2025)

Appendix

Most higher education institutions
have faculty policies for Al that
prescribe course-specific policies.

Al-detection tools are misaligned and
unreliable; Use reliable assessments
to test core functions students need
to do without LLMs and increase
standards for performance with LLMs
(similar to calculators).

Students prioritize their own moral
compass over institutional messaging
and generally think that their
educational work should come from
and by owned by themselves.

We should help students to develop
capabilities to identify and calibrate
the quality of work through existing
formative assessment strategies;
Students can misattribute work done
by Al to themselves.

Teachers with more knowledge of Al
expected a higher impact on practice.
They are most motivated to change
their teaching and assessment
practices to increase the performance
expectancy of their students and
themselves.

There is a need for targeted
professional development of teachers.
The teacher assessment literacy (AL)
in GenAl-enhanced environments
(TALIGAI) model can help to tailor
support and PD.

[ZAAK DEKKER

Lessons 2 and 7: Policies currently
expect teachers to come up with
course-specific policies that
should prevent fraud and stimulate
responsible use. This is a big ask.

Lesson 3: Similar to the introduction of
calculators, it may be smart to reliably
test whether fundamental skills have
been learned without dependency
and then allow use for higher
performance.

Lesson 5: Effects of institutional
messaging may be limited; students
desire to ensure the work comes from
themselves.

Lesson 5: Responsible use of Al
hinges on the capabilities of the users
to assess the quality of the output,
we should emphasize strategies that
improve these capabilities.

Lesson 7: The need for professional
development of teachers with regard
to Al could tap into their motivation
for changing assessment practices to
increase performance expectancy.

Lesson 7: Teacher professional
development should not treat
teachers as blank slates when it
comes to Al literacy, and also take
emotional and contextual factors into
account.
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Corbin et al.
(2025a)

Corbin et al.
(2025Db)

Corbin et al.
(2025¢)

Corbin et al.
(2025d)

Curtis
(2025)

Dawson
et al. (2024)

Al and assessment have all the
character traits of a ‘wicked problem’.
This means that there are no clear
solutions. Institutions should
recognize this and offer leeway and
support to teachers who have to
navigate solutions in their practices.

In the first instance, many institutions
have resorted to discursive traffic
light solutions. These one-sidedly put
the responsibility for integrity on the
students and do not suffice; we need
more structural solutions.

Assessment policies for Al should
address three critical dimensions:
the feasibility of enforcement, the
preservation of authentic learning,
and the emotional well-being of
teachers and students.

The validity of the essay for
assessment is compromised.
Assessing it more holistically instead
of grading the product itself may offer
a solution.

The two-lane approach (no Al or
unconstrained use of Al) does not
allow for middle-ground assessments
where GenAl use is permitted within
limits and assessment security is
partial.

Attempts to prevent students

from cheating during assessment
may undermine its validity, in turn
undermining its purpose and making
it less inclusive.
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Lessons 2 and 7: There is no clear
policy guidance to fix the issue; We
need to consider what we are asking
from teachers and offer support and
PD that can help them deal with this
wicked problem.

Lesson 2: Offer structural solutions in
addition to discursive ones.

Lesson 1: Ensure that assessment
policies do not undermine authenticity
and validity.

Lessons 2 and 7: Be mindful of the
wicked and uncertain nature of
the problem and the burden that
navigating this entails for teachers
and students.

Lesson 2: Example of how a more
holistic assessment can function as a
structural solution.

Lesson 3: The two-lane approach
could be complemented with a middle
lane for constrained Al use.

Lesson 1: When making Al more
robust, be mindful of the ‘price’ that
is paid. Switching to only verbal
assessments could be less valid

if the profession does not require
only verbal skills and disadvantages
verbally weaker students.
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Deluca et al.
(2025)

Eaton et al.
(2025)

Ellis &
Murdoch
(2024)

Furze et al.
(2024)

Gonsalves
(2025)

Students and teachers need Al
literacy to understand its limits.

Al forces structural changes in
assessment policy from classic
written forms to innovative ones that
center on creativity, collaboration and
community. The AI® model provides
suggestions for communication to
students, assessment design, and
teacher professional development.

Assessment may have to shift from
the output (essay) to the process,
and it may be unethical not to teach
students how to use it critically,
understand its flaws, and evaluate its
output.

Cheating-detection and prevention
strategies should differentiate among
types of student behavior (tiered
policy). Currently, most universities
have a detection problem and

only have a bottom tier (integrity
instructions) and a top tier (expulsion)
in place, with little in between that can
create ‘downward pressure’.

The AIAS model can help teachers
establish what Al usage should be
authorized based on the learning
goals and help to clearly communicate
Al use in each course. Applying it in

a university led to fewer notifications
of academic fraud and stimulated
teachers to redesign assessment.

Many studies recommend policies
that require students to transparently
describe how they used Al. These
studies found that students are
generally unwilling to declare this out
of fear of potential consequences.

[ZAAK DEKKER

Lesson 2: Be clear about authorized
use and about transparent

reporting of Al use, and cultivate an
understanding of originality. Teachers
should model this behavior.

Lesson 7: Provide resources and
ongoing professional development for
teachers to navigate and improve their
assessment methods in innovative
ways that focus on creativity,
collaboration and community.

Lesson 2: We need to teach students
how to use it with integrity or when
not to use it.

Lesson 5: We need to help students
evaluate output and use a more
holistic process evaluation to assess
learning.

Lesson 4: The learning work cannot
be outsourced. When this is done, it
undermines the value of the diploma.
Universities need to find ways to
monitor and detect whether this is
occurring and have a range of tiered
measures and consequences (from
honor or educational-cooperative

to more punitive) in place that deter
cheating.

Lesson 2: Clarity about what is and
is not allowed can help students
and teachers if combined with the
redesign of assessment.

Lesson 3: Several lanes can be
beneficial for differentiating in how Al
use is authorized per condition.

Lesson 2: Simply asking students to
use Al responsibly and declaring, if
and how they used it, is not enough.
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Gruenhagen
et al. (2024)

Kangwa
et al. (2025)

Luo (2024)

Luo &
Dawson
(2025)

Luo et al.
(2025)

Moorhouse
et al. (2023)

80% of students use Al to assist them
with assessment. There is a large
variance in what students consider
acceptable.

Structured support and academic
training, technical scaffolding and
perceived usefulness enable ethical
Al use. Transparent, adaptive, and
discipline-responsive policies
correlate with less academic
misconduct.

Higher education institutions’ Al
policies assume a problematic notion
of originality that cannot be clearly
delineated in practice. They also
focus their frame mostly on catching
plagiarizing students rather than
engaging students to do the right
thing.

Grading is influenced by person-
oriented values about integrity (hiding
Al use) or laziness in relation to Al
(outsourcing or not bothering to let Al
check mistakes), capability-oriented
values (Al-[in]dependent performance
shows higher capability), and
justice-oriented values (fairness and
beneficence)

Teachers identify Al-enabled cheating
as their key priority to address in
assessment. This influences their

role as teachers, potentially turning
them into "Al cops”. Dilemma’s
surrounding their own use of GenAl
for grading and feedback provision are
underdiscussed.

As a teacher, first, run your
assessment task through an LLM to
see how it will be generated. Train
teachers in LLM assessment literacy.
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Lesson 2: Teachers should provide
transparency about what is allowed,
but also make structural changes to
the assessment.

Lessons 2 and 7: Structured support
and academic training, technical
scaffolding, and perceived usefulness
enable ethical Al use.

Lesson 1: There are trade-offs and
risks involved with focusing on
stopping or preventing cheating.
Do we even have a clear notion of
originality that we can uphold?

Lesson 1: Teacher values can interfere
with validity. How Al use is considered
when grading can change the
relationship between students and
teachers.

Lesson 2: Clear guidelines can reduce
implicit and non-transparent value
judgments that reduce validity

Lesson 7: Teacher PD could help
teachers become aware of how values
influence grading.

Lesson 1: Focusing on preventing
Al cheating might hurt the teacher
student relationship.

Lesson 7: Teachers might not yet be
sufficiently aware of the dilemma’s
concerning their own use of GenAl.

Lesson 3: In lane 2, emphasize critical
thinking, creativity and contextuality.
Focus on process and in-class
feedback.
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Newton
(2025)

Newton &
Jones
(2025)

Nicola-
Richmond
et al. (2025)

Parson
(2025)

Perkins
(2023)

Many courses still use assessment
forms, such as essays, that

are vulnerable to cheating.

The overwhelming majority of
students use Al to help with these
assessments, and 22% self-declare
that they use Al to cheat (contrary

to the policy). Examples of cheating
range from support in paraphrasing to
writing the essay for them.

We cannot skip testing basic
knowledge because higher-order
thinking skills depend on it. Some
forms of assessment need to be
supervised or changed in order to be
valid. Validity should guide choices.
Integrity and possessing the skills are
integral to becoming a responsible
medical professional.

Making assessment robust to Al
requires program-wide adjustments.
Ateam is more likely to collectively
possess the assessment design
skills for the task. It also allows for
the strategic placement of Lane 1
assessments. Teachers currently do
not experience sufficient support for
adapting their courses.

Academic misconduct is often
committed because students lack an
understanding of academic integrity.
Offering a mandatory module for
students who committed academic
misconduct and a preventive course
to inform and educate students on
academic integrity coincided with less
cases of academic misconduct.

“It is not the student’s use of any Al
tools that defines whether plagiarism
or a breach of academic integrity has
occurred, but whether its use is made
clear by the student” (p. 7).

Al can be seen as a tool for cognitive
offloading.

[ZAAK DEKKER

Lesson 2: Many students are aware

of the policies regarding Al and
assessment, and a substantial number
do not adhere to them.

Lesson 7: A lot of assessments

have not yet been redesigned or
adjusted and are prone to academic
misconduct. Teachers will need
support with doing this.

Lesson 3: We need lane 1to test basic
knowledge before it can be applied.
Multiple-choice questions can still be
used under supervised conditions, but
the essay is no longer viable, at least
in medical education, where it is less
valid to write about doing something
than actually doing it.

Lesson é: It is important to look at
validity from the program perspective
in order to counter compounding bias.

Lesson 7: Redesigning assessment
should not be a solitary task but
something done collectively, to
increase support and validity. The
article offers an overview of required
skills.

Lesson 2: Providing preventive and
punitive courses or e-learning about
academic integrity can reduce cases
of academic misconduct.

Lesson 2: Many policies depend
on the willingness of students to
transparently report Al use.

Lesson 4: Al offers options for
cognitive offloading. The line or border
of acceptable offloading will be hard
to define.
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Perkins
et al.
(20244a)

Perkins
etal.
(2024Db)

Sporrong
et al. (2025)

Tsao (2025)

The AIAS model can help teachers
establish what Al usage should be
authorized based on the learning
goals and help to clearly communicate
Al's use in each course.

Detection software can spot the use
of Al, but with several strong caveats
that might make it hard to rely on. It is
advisable to organize more formative
in-class assessments while at the
same time redesigning assessments
in which students are allowed to and
informed how to use it responsibly.

If institutions want better detection,
they should also teach their teachers
to do so.

Al influences current educational
values. Sometimes they do not

fit and undermine pedagogical or
professional values, in other cases,
teachers expect that Al can offer
opportunities for enacting their values.

Clearer messaging, the need for
adaptive policies and guidelines
with ongoing student and teacher
participation, availability of digital
libraries of toolkits, case studies and
other resources, building in early
“failure experiences”, and exposing
students to authentic real-world
applications and encounters to
cultivate awareness of the limitations
of GenAl.
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Lesson 2: Clarity about what is and
is not allowed can help students
and teachers if combined with the
redesign of assessment.

Lesson 3: Several lanes can be
beneficial for differentiating in how Al
use is authorized per condition.

Lesson 3: If we can't detect Al

reliably, we should go for a multi-lane
approach in which we have controlled
exams in which Al usage is allowed.

Lesson 7: Teachers could also use Al
detection PD.

Lesson 7: Be mindful of how Al will
influence important pedagogical and
professional values.

Lesson 2: Itis also important to teach
students about the limitations of Al,
using real-world applications and
failure experiences.



68

Walton et al.
(2025)

Waltzer et al.
(2024)

Xia et al.
(2024)

Zhan & Yan
(2025)

The authors distinguish 6 types of
judgments with/about Al: 1) making
judgements about knowledge when
working with GenAl; 2) learning to
judge GenAl through its limitations;
3) relying on GenAl for things they
could not otherwise do; 4) adopting
ideas with low levels of criticality;

5) misjudging GenAl contributions as
their own; and 6) submitting GenAl
content in an assignment without
judging it.

Teachers were better at spotting

an Al- generated essay (70%) than
students (63%) or ChatGPT (60%),
but all were struggling. Given that it
is hard to detect, it might be smarter
to redesign assessments so that
they help students learn to use Al as
a problem-solving tool.

“(i) teacher professional development
activities for assessment, Al, and
digital literacy should be provided,

(ii) teachers’ beliefs about human
and Al assessment should be
strengthened, and (jii) teachers
should be innovative and holistic

in their teaching to reflect the
assessment transformation.”

Using feedback from GenAl
responsibly requires evaluative
judgment. A sizable part of the
students engages with GenAl
feedback superficially.

[ZAAK DEKKER

Lesson 5: There are different
judgment events using Al. Students
treat content and process knowledge
differently, and Al does not tend

to correct this artificial separation.
Experience can make students more
critical of Al's output, but with lower
levels of disciplinary knowledge,

they are less likely to find problems.
Students can misattribute the work of
Al to themselves. Students who use it
without judging it justify this by citing
its use by others and time pressure.

Lesson 3: Either create a controlled
setting to ban Al from assessment or
redesign the assessment to be more
demanding in other regards.

Lessons 3 and 7: In order to be able

to adapt assessments to Al, teachers
will require Al and assessment literacy
in order to make assessments valid,
reliable, and relevant, refocus them on
critical thinking, and problem solving.

Lesson 5: Students need evaluative
judgment in order to use GenAl
responsibly. This means that they
should compare and evaluate
different sources of feedback
including GenAl feedback and human
feedback, assess their work against
established criteria, and discern the
change of GenAl feedback over time.





