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Abstract. This article is written based on the author’s dissertation1, where he exam-
ined the vulnerability, attribution challenges, and resilience of the critical undersea 
infrastructure (CUI) in the Baltic Sea, using the Balticconnector, Yi Peng 3, and Est-
Link 2 incidents as case studies. Since the Nord Stream pipeline damage in 2022, the 
Baltic Sea region has seen a growing number of “accidents” damaging CUI. These 
events illustrate the growing realisation that CUI is vulnerable to hostile sabotage, 
whether these Baltic instances were accidents or not. Using a qualitative, comparative 
case study approach that combines process tracing, document analysis, and expert 
interviews, the study examines whether Russia was responsible for these incidents 
and what lessons can NATO states draw to better protect CUI. It finds that although 
Russia’s motives and capabilities cannot be dismissed, conclusive attribution remains 
elusive. The cases highlight gaps in the international law that limit enforcement in 
exclusive economic zones, difficulties in proving intent, and the risk that uncertainty 
may embolden probing behaviour by state or state-linked actors. They also show that 
redundancy and preparedness have so far absorbed isolated disruptions but may not 
withstand instances of sustained or coordinated sabotage. The author argues that CUI 
protection should be treated as a strategic priority, requiring layered measures of legal 
reform, improved surveillance and attribution, credible enforcement, and coordinated 
investment in redundancy and resilience. By framing the seabed as a contested secu-
rity domain, the study contributes to debates on hybrid warfare and offers a baseline 
for policymakers confronting emerging threats to CUI.
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1. Introduction

Critical Undersea Infrastructure (CUI) plays a vital yet sometimes over-
looked role in sustaining a globalised world. Submarine telecommunications 
cables, electricity interconnectors, and pipelines underpin the global digital 
economy and energy trade. 97–99% of global internet traffic passes through a 
network of only a few hundred submarine telecommunications cables (Black 
et al., 2025, p. 4; Ganz et al., 2024, p. 2; Telegeography, 2025). Estimates sug-
gest that more than 10 trillion USD in financial transactions are transmitted 
across these cables daily (Besch & Brown, 2024, p. 3). Since Russia’s full-scale 
invasion of Ukraine in February 2022, the Baltic Sea region has witnessed a 
series of high-profile incidents involving a suspected sabotage of CUI. Dam-
age to cables and pipelines is not a new phenomenon, with fishing gear, an-
chors, and poor weather events historically posing risks. However, the rising 
frequency of incidents in the Baltic Sea combined with heightened tensions 
between Russia and NATO has fuelled suspicion that Russia is conducting a 
campaign of CUI sabotage under a veil of plausible deniability. Merchant ves-
sels linked to Russia and China have been observed manoeuvring suspicious-
ly and dragging anchors over cables, later citing technical faults, maintenance 
issues, or poor weather. Whether accidents or intentional acts, these episodes 
have caused real damage. In the long term, there is a strategic concern that in 
a period of escalation or conflict, Russia could conduct a coordinated cam-
paign of sabotage against Europe’s CUI, throttling energy grids, gas supplies 
and access to the internet.

This study investigates three incidents of suspected sabotage in detail. 
First, the Balticconnector pipeline rupture in October 2023, caused when 
the Hong Kong-flagged Newnew Polar Bear dragged its anchor across the 
pipeline and adjacent telecom cables. Second, the Yi Peng 3 incident in No-
vember 2024, in which a Chinese-flagged vessel captained by a Russian na-
tional was implicated in cutting two submarine telecommunications cables 
in Sweden’s Exclusive Economic Zone (EEZ). Third, the EstLink 2 incident 
in December 2024 when the Eagle S, a tanker linked to Russia’s shadow fleet, 
dragged its anchor across the EstLink 2 electricity interconnector and mul-
tiple submarine telecommunications cables, prompting Finnish authorities 
to board the vessel and launch criminal proceedings. These cases span the 
three principal categories of CUI and offer valuable insight into the vulner-
abilities, attribution challenges, impact and response measures associated 
with cases of suspected sabotage to CUI. This article is written based on the 
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author’s dissertation where he examined publicly available information, sup-
plemented by expert interviews, to assess whether Russia orchestrated these 
incidents. It also identifies lessons that serve as a foundation for policy re-
searchers, NATO, and member states seeking to protect CUI.

The research was approached with the following question in mind: “What 
lessons can NATO states draw from the Balticconnector, Yi Peng 3, and 
EstLink 2 incidents regarding the vulnerability, attribution, and protection of 
CUI in the Baltic Sea region?” It also seeks to answer the following questions:

•	 What measures taken by the affected states were effective in preventing 
and mitigating damage to CUI?

•	 Is Russia responsible for these instances of damaging CUI, and how 
should the affected states respond?

•	 What legal and jurisdictional constraints limit the states’ ability to re-
spond to incidents of suspected sabotage against CUI, and what reforms 
or adaptations might address them?

This article argues that while the question of Russia’s responsibility is im-
portant, the available evidence does not permit a definitive conclusion. At 
present, no conclusive proof links the Balticconnector, Yi Peng 3, or EstLink 
2 incidents directly to the Kremlin, Russian intelligence services or other ap-
paratus of the Russian state. However, Russia’s emphasis on the seabed as a 
domain of strategic competition, its track record of targeting European criti-
cal national infrastructure (CNI), and its ongoing confrontation with NATO 
mean that future sabotage is a significant risk. Whether the result of delib-
erate sabotage or crew negligence, these events nonetheless expose serious 
vulnerabilities. They should be understood less as isolated disruptions and 
more as stress tests, revealing the fragility of existing legal, institutional, and 
operational frameworks. The case studies demonstrate that isolated damage 
to critical undersea infrastructure (CUI) does not entail catastrophic disrup-
tion. Redundancy, integration, and preparations by telecommunications and 
energy companies have so far absorbed isolated shocks in the Baltic inci-
dents. However, this resilience should be seen as a short-term buffer rather 
than a long-term solution. In a potential future scenario of coordinated or 
sustained targeting, current CUI redundancy levels could be overwhelmed, 
exposing the NATO states to severe economic, political and societal disrup-
tion. As such, lessons need to be learned from these incidents to proactively 
enhance the protection and resilience of CUI.
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This research demonstrates that limitations within the international 
law and state response systems prevent coastal states from acting decisively 
against suspect vessels, constraining enforcement options beyond territorial 
waters. Additionally, attributing intent in an instance of damage also proves 
difficult. These factors can create permissive conditions for adversaries to 
probe for weaknesses and test boundaries. In a scenario of deliberate and co-
ordinated sabotage, such legal and institutional gaps would leave NATO states 
dangerously exposed. In line with the prevailing literature, this article argues 
that the protection of CUI cannot be achieved through any single measure 
but requires a multi-layered approach. It stresses the importance of making 
interference costly through credible enforcement mechanisms, of pursuing 
reform and creative adaptation of international law, improving surveillance 
and attribution capabilities, and of strengthening multilateral collaboration. 
Taken together, these measures provide the basis for enhancing long-term 
resilience and deterring future attacks, regardless of whether the immediate 
cause of the Baltic incidents was an accident or an incident of sabotage.

The article proceeds as follows. Chapter Two reviews the existing literature 
on CNI and CUI, situating current debates within broader theories of secu-
rity, vulnerability, and “hybrid warfare”. Chapter Three outlines methodology; 
Chapter Four presents the Balticconnector, Yi Peng 3, and EstLink 2 case stud-
ies; Chapter Five examines attribution and Russian involvement; Chapter Six 
discusses patterns, contradictions, and lessons from the case studies.

2. Literature Review

2.1. Defining Critical National Infrastructure                                       
and Critical Undersea Infrastructure

Definitions of CNI differ across states. Broadly, CNI refers to systems and as-
sets for which disruption would seriously harm the economic, government or 
security functions of a state. Newbill (2019, p. 764) observes that while termi-
nological and legal differences exist, the overarching premise of safeguarding 
vital societal functions transcends borders. For instance, the UK’s National 
Protective Security Authority (2023) defines CNI as:
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“Those critical elements of infrastructure (namely assets, facilities, systems, 
networks or processes and the essential workers that operate and facilitate 
them), the loss or compromise of which could result in:
a)	 Major detrimental impact on the availability, integrity or delivery of essen-

tial services – including those services whose integrity, if compromised, 
could result in significant loss of life or casualties – taking into account 
significant economic or social impacts; and/or

b)	 Significant impact on national security, national defence, or the function-
ing of the state.”

The United States’ definition closely resembles that of the UK. It focuses 
on infrastructure, whether physical or virtual, where the “incapacitation or 
destruction would have a debilitating effect on national security, economic 
security, national public health or safety, or any combination thereof.” (The 
White House, 2024) This is set to develop under the Trump administration 
following Executive Order 14239 which signifies a move away from an “all-
hazards” approach toward a “risk-informed” model, prioritising specific, 
high-probability threats over broad resilience planning, decentralising de-
cision-making authority to state and local governments (The White House, 
2025). At present, the implications of this shift remain ambiguous. The Euro-
pean Union (EU) defines critical infrastructure as assets or systems, whether 
physical or digital, that are essential to the delivery of services vital to societal 
functions, the economy, public health and safety, or the environment (Euro-
pean Union, 2022). There is less of an emphasis on national security, but that 
is to be expected considering the EU is a multilateral organisation which is 
not principally concerned with defence. Although there is no universal defi-
nition for CNI under international law, Western governments’ definitions are 
largely consistent. Take the following examples to understand the rationale. 
The failure of energy infrastructure can endanger lives by disabling heating 
or medical equipment, while hospital system outages may directly compro-
mise patient care. Similarly, large-scale internet disruptions can result in sig-
nificant financial losses and impair access to essential services. Governments, 
therefore, place a premium on protecting CNI as prolonged and widespread 
damage can lead to substantial loss of life, economic disruption, and national 
security vulnerabilities.

The term CUI is more recent, gaining traction in governmental and aca-
demic discourse as recognition grows that these assets are vulnerable to both 
accidental damage and deliberate attack. CUI is conceptually linked with 
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both CNI and maritime infrastructure. Monaghan et al. (2023, p. 6) define 
maritime infrastructure as the network of assets and facilities, such as navi-
gational aids, ports, energy installations, and pipelines, that support resource 
extraction, maritime transport, and essential services, and whose disruption 
can cause significant economic, societal, and security consequences. Maritime 
infrastructure covers all sea-related assets, whereas CUI refers specifically to 
infrastructure below sea level (Brooke-Holland, 2023; European Commis-
sion, 2023, pp. 5, 7; Ministry of Defence, 2025, pp. 19, 74, 89). Writing for the 
RAND Corporation, Black et al. (2025, p. 4) identify the three types of CUI 
as submarine telecommunications cables, undersea oil and gas pipelines, and 
submarine electricity cables. Submarine telecommunications cables are fibre-
optic cables that are used to transmit data over long distances (p. 4). Undersea 
oil and gas pipelines are hollow pipes that can transport oil and gas over long 
distances (p. 6). Submarine electricity cables can be as simple as a cable link-
ing an offshore wind farm to a national grid, or a high-voltage interconnector 
cable connecting the electricity grids of different countries (p. 7). These assets 
underpin global energy and information systems, enabling states to balance 
electricity demand and exchange oil and gas efficiently, whilst providing the 
bandwidth and connectivity necessary for mass internet access (Douglas R. 
Burnett, 2013, pp. 1–3; Larsson, 2024, pp. 400–401).

The vulnerability of CUI is particularly stark considering its criticality. 
Yet, these vulnerabilities have long been recognised. Sutherland (2025, p. 9) 
cites Arthur Balfour’s 1898 speech to the House of Commons in which he 
denounced the idea that an adversary could justly cut a state’s telegraph ca-
bles during wartime. This concern has since become mainstream, reflecting 
a growing trend among major powers to treat the seabed as a domain of stra-
tegic competition (Bueger & Liebetrau, 2021; Runde et al., 2024). Murphy et 
al. (2016, pp. 15–16) identify that submarine cables are susceptible to inten-
tional interference and damage. There are several reasons for this. Kraska and 
Pedrozo (2022, pp. 180–181) argue that the vulnerability of undersea cables 
stems from the fact that their routes and landing locations are well-known and 
many are concentrated in maritime chokepoints. Bueger and Liebetrau (2023, 
p. 3) highlight that the vastness of the ocean makes policing and surveillance 
inherently challenging. Additionally, most submarine cables are privately 
owned and maintained, placing repair and initial response responsibility on 
commercial entities (Murphy et al., 2016, p. 16). Once damage occurs, CUI 
requires extensive time to repair and can cause widespread disruption within 
the affected state (Bueger & Liebetrau, 2021; Murphy & Pearl, 2025). Although 
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many authors focus on submarine cables, similar vulnerabilities apply to pipe-
lines. Like cables, they are fixed, spread over vast distances, commercially 
owned, and require specialised, time-intensive repairs when damaged.

2.2. The Security Environment of CUI

Regarding the threats to and security implications of CUI to NATO in Eu-
rope, two distinct but interconnected strands have emerged. The first focuses 
on the growing number of CUI-related incidents in the Baltic and North Sea. 
The second addresses the longer-term threat posed by hostile state actors 
who may deliberately target CUI in the context of heightened geopolitical 
tensions or armed conflict. Focusing on the first, Lott (2024, p. 127) notes 
that historically, damage to CUI was the result of accidents such as fishing 
activity or anchoring mishaps. Runde et al. (2024, p. 2) identify that acci-
dents are responsible for the majority of the 100–150 annual submarine ca-
ble breakages. However, since 2021, there has been a noticeable increase in 
cases where intentional damage is suspected, if not conclusively proven (Lott, 
2024, pp. 125–128). High-profile cases include the removal of a section of a 
fibre-optic cable connecting Svalbard to Norway in 2021, the cutting of two 
cables in Estonia’s Exclusive Economic Zone (EEZ) that linked Estonia to 
Sweden and Finland in 2023, and, perhaps most infamously, the explosions 
that damaged the Nord Stream pipelines in 2022 (Monaghan et al., 2023, p. 
1). These incidents have prompted both public and private stakeholders to 
take the protection of CUI more seriously, leading to increased efforts to en-
hance protection measures and develop strategies to deter damage.

The literature identifies several persistent challenges in preventing and re-
sponding to instances of suspected CUI sabotage. Several authors argue that 
the challenge is exacerbated by a persistent lack of knowledge and understand-
ing of CUI among policymakers. Bueger and Liebetrau (2021, pp. 391–392) 
highlight the limited awareness of policymakers regarding the operation, con-
trol, and protection of submarine cables. Larsson (2024, pp. 414–416) deepens 
this critique through his concept of “sea blindness”, arguing that political and 
military leaders often fail to grasp the strategic significance and vulnerability 
of CUI to deliberate sabotage. Also important is the question of attribution. 
The pattern and timing of these incidents align closely with deteriorating rela-
tions between Russia and the West, as well as a broader increase in suspected 
Russian sabotage operations across Europe (Richterova et al., 2024, pp. 10–11). 
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In many recent cases, malicious intent from a state actor, namely Russia, is sus-
pected but often unconfirmed (Bashfield, 2024, pp. 4–6; Loik, 2024, pp. 8–9). If 
proven state-sponsored, such incidents could be construed as attacks, prompt-
ing national and potentially NATO responses. However, in the absence of 
verifiable evidence, legal and political constraints make a direct response 
difficult, even if foul play is suspected.

Another critical challenge lies in the ambiguity and limitations of existing 
international legal frameworks. As Kraska and Pedrozo (2022, pp. 182–186) 
argue, the international laws governing CUI, including the 1884 Submarine 
Cables Convention, the 1958 High Seas Convention, and the 1982 United Na-
tions Convention on the Law of the Sea (UNCLOS), are inadequate for pro-
tecting submarine cables. This naturally extends to undersea pipelines due to 
their shared characteristics. Kraska and Pedrozo (2022, pp. 184–185) argue 
that, as these conventions contain no provisions for armed conflict, there is an 
even wider gap in legal authority under conditions of escalation. Although it is 
important to recognise that in armed conflict, rules and regulations are often 
overridden by the necessity of victory. Therefore, most authors tend to focus 
on the legal protection of cables in the event of suspected sabotage or dam-
age through negligence. Kraska and Pedrozo (2022, p. 183) note that beyond 
the territorial sea, effective enforcement often rests with the flag state rather 
than the impacted coastal state. Under UNCLOS Article 92, ships on the high 
seas fall under the exclusive jurisdiction of their flag state, limiting coastal-
state intervention even amid instances of suspected sabotage (United Nations 
Law of the Sea, 1982, p. 58). Article 113 further places on the flag state the 
duty to criminalise and prosecute the breaking or injury of submarine cables 
by ships flying its flag or persons under its jurisdiction (p. 64). This duty is 
tied to the principle of exclusive flag-state jurisdiction, which applies beyond 
national waters starting immediately outside the 12 nautical mile territorial 
sea (p. 27). It does not include the EEZ where the state retains exclusive fish-
ing and mineral rights, or the extended continental shelf where the coastal 
states retain just exclusive fishing rights. In effect, this means that if a ship 
suspected of damaging submarine cables is located outside a state’s territorial 
waters (even though it may be in its sovereign territory), enforcement action is 
contingent on the cooperation and legal diligence of the flag state. Any unilat-
eral attempt to board or seize a suspect vessel for investigation risks breaching 
international law. While the 1958 Convention on the High Seas obliges states 
to adopt domestic legislation to both protect submarine cables and pipelines 
and provide compensation mechanisms for damage, it offers no guarantee that 
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the states will effectively implement or enforce such measures (Convention on 
the High Seas, 1958). As a result, the states affected by damaged CUI, beyond 
their territorial seas, must rely on two conditions: first, that the flag state has 
enacted adequate domestic legislation; and second, that the flag state is willing 
to cooperate in enforcing it. Schaller (2024, p. 214) notes that this is particu-
larly problematic “where the flag State approves or even controls the ship’s il-
legal conduct...” Seeking to protect CUI in international waters is a challenging 
endeavour, and the literature is largely in agreement that the existing interna-
tional legal frameworks are inadequate for its protection.

2.3. The Strategic Threat

A historical precedent for targeting CUI exists; as early as 1898, the United 
States severed Spanish telegraph cables during the Spanish-American War 
(Sutherland, 2025, p. 9). However, there is growing concern that NATO’s ad-
versaries, namely Russia and China, will target CUI in a potential conflict 
scenario. This analysis primarily focuses on Russia within the NATO Euro-
pean context, though China will be considered where relevant. At an institu-
tional level, NATO acknowledges Russia’s capability to disrupt CUI, such as 
through the use of submarines equipped to sever cables or neutralise pipe-
lines (Loik, 2024, p. 2). Trakimavičius (2021, p. 3) reveals Russia’s collection 
of “special mission ships” or “oceanographic vessels” that are outfitted with 
manned deep-sea submersibles which may be employed in “cable cutting, 
laying of taps on undersea cables and other special tasks operating”. One ves-
sel that has ascended to infamy is the Russian Navy’s “Yantar” ship, spotted 
loitering near submarine cables off the coasts of Canada, the United States, 
and Portugal, among others (p. 3). Schaller (2024, pp. 204-206) notes that 
these special-purpose ships are mapping CUI locations and routes. Wasiuta 
(2023, p. 364) identifies a plethora of public statements from NATO officials 
concerned about the activity of Russia’s ships and the vulnerability of CUI, 
yet observes a notable absence of corresponding action. The concern is not 
only about Russia’s capabilities but also its intent to use CUI disruption as a 
tool of coercion or warfare (Bashfield, 2024, pp. 1–2; Loik, 2024, p. 2; Mona-
ghan et al., 2023, p. 2).
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2.4. Sabotage of CUI within the framework of “Hybrid Warfare”

Existing scholarship often frames the threat of sabotage, along with cur-
rent suspicious instances of damage to CUI, within the broader discourse of 
“hybrid threats” and “hybrid warfare” (Loik, 2024; Lott, 2024, pp. 127, 128; 
Miętkiewicz, 2025, pp. 36–37; Praks, 2024, pp. 1-7). Official government doc-
uments, NATO sources and think tank articles stress this further and have 
explicitly framed recent damage to CUI within the context of a Russian “hy-
brid” campaign in the Baltics (Maritime Security Centre of Excellence, 2024, 
p. 190; Ålander et al., 2024, p. 4; Doughty, 2025; European Parliament, 2025; 
Praks, 2024, p. 6). Casey-Maslen et al. (2024, p. 26) emphasise the strategic 
function of such attacks, noting that hybrid operations targeting CUI may 
not only serve to expose vulnerabilities but can also be designed to “create a 
supply crisis”, thereby “laying the ground for popular unrest and destabilisa-
tion of the political environment in the affected countries.” Recently, scholars 
have begun to critically assess the competing interpretations and definitions 
of “hybrid threats” and “hybrid warfare”.

Frank Hoffman (2007, p. 7) used the term “hybrid warfare” to capture the 
convergence of conventional and irregular modes of war, as demonstrated by 
Hezbollah’s use of advanced weaponry and guerrilla tactics. Hoffman argued 
that state and non-state actors would increasingly develop state-level military 
capabilities with asymmetric methods such as terrorism and cyber operations 
(Hoffman, 2007, pp. 8, 28). This concept can apply to the maritime domain 
and fits relatively well with the conflict on the Black Sea between Russia and 
Ukraine. Ukraine has successfully employed asymmetric capabilities, such as 
the use of unmanned surface vehicles, to challenge Russia’s naval superiority 
in the Black Sea despite Ukraine having virtually no navy (Habib & Shamrir Al 
Af, 2025, pp. 36–37). However, the applicability of Hoffman’s model becomes 
more tenuous when analysing instances of CUI of suspected sabotage in the 
Baltic Sea. If recent incidents indeed reflect sabotage, these instances lack the 
overt kinetic or operational fusion typical of hybrid warfare as Hoffman en-
visioned it. Rather than blending irregular and conventional tactics in a thea-
tre of open conflict, these acts would be clandestine, deniable, and occurring 
in peacetime. The concept may be more applicable to a warfighting scenario 
where CUI is targeted as part of a broader maritime campaign.

Modern definitions of “hybrid warfare” differ substantially from Hoff-
man’s original theory. “Hybrid warfare” gained renewed popularity follow-
ing Russia’s annexation of Crimea and intervention in the Donbas region, 
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as analysts sought to account for the success of Russian strategy. In Crimea, 
for instance, Russia’s “little green men” played a central role in the territo-
rial occupation, supported by disinformation campaigns, cyber-attacks, and 
psychological operations. Writing for the NATO Defence College, Larsen and 
Lasconjarias (2015, p. 3) defined hybrid warfare as “the true combination and 
blending of various means of conflict… dominating the physical and psycho-
logical battlefield with information and media control.” Another frequently 
cited analysis, grounded in the context of the 2014 NATO Wales Summit, 
characterises Russian hybrid warfare as a “combination and orchestration of 
different actions that achieves a surprise effect and creates ambiguity, making 
an adequate reaction extremely difficult, especially for multinational organi-
sations that operate on the principle of consensus.” Fridman (2018, pp. 104-
106) argues that the term has since grown to encompass everything above, 
but also nearly every element of strategic competition below the threshold of 
war. That includes the use of cyber-attacks, the manipulation of information 
in the media space, political subversion, the manipulation of energy resources, 
among several other military and non-military means, both in peacetime and 
wartime. An increasing body of literature criticises the banner of “hybrid war-
fare” and “hybrid threats” (Fridman, 2018; Galeotti, 2019). Fridman (2018, 
pp. 154–160) argues that both “Gibridnaya Voyna” (Russian for hybrid war) 
and “hybrid warfare” are analytically imprecise and frequently misrepresent 
the strategic thinking of the “Other” as Russia and the West, respectively. He 
demonstrates how these terms have been politicised, often serving more to 
construct threat perceptions than to enable rigorous strategic analysis of a way 
of warfare (Fridman, 2018, pp. 125, 151, 152). Fridman (2018, pp. 157–158) 
further observes a growing trend within the military circles and academic lit-
erature toward abandoning these ambiguous labels in favour of more precise 
terminology that better reflects the nature and context of specific behaviours. 
In line with this critique, this analysis avoids reliance on such terms (including 
grey zone and sub-threshold warfare). Instead, it focuses specifically on the 
strategic and operational environment through which they occur and the key 
debate as to whether instances of CUI are the result of accidental damage or 
state-sponsored sabotage.
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2.5. How to protect CUI

The literature presents several potential solutions to protecting and deterring 
the hostile targeting of CUI. Some authors focus narrowly on specific domai-
ns, such as international law, while others advocate comprehensive, multi-
layered strategies. For instance, Black et al. (2025, pp. 22–24) emphasise that 
safeguarding CUI requires a multi-layered, multi-actor approach spanning 
national governments, the private sector, the EU, NATO, and Joint Expedi-
tionary Force (JEF). As the nature of the problem spans multiple domains, 
multi-layered solutions are the most popular among scholars and policyma-
kers. A comprehensive breakdown of specific recommendations is beyond 
the scope of this research; however, the measures suggested in the literature 
can be loosely categorised into three groups.

International Law 

Within the legal domain, proposed solutions can be grouped under interna-
tional law reform and adaptation. These often target issues such as flag state 
jurisdiction, investigative authority, and the allocation of financial responsi-
bility for damage. For instance, Frazier (2022, p. 36) supports the idea that 
protecting submarine cables requires a tiered fine system that differentiates 
between corporate actors and smaller operators, escalates penalties for re-
peat violations, and mandates direct compensation for repair costs. Frazier 
also advocates amending UNCLOS Article 113 and establishing a universal 
jurisdiction to close legal enforcement gaps and address the global security 
risks posed by intentional cable damage (p. 36). Pedrozo (2025, p. 162) argues 
that instead of pursuing the politically and procedurally burdensome route of 
amending UNCLOS, states should negotiate a new implementing agreement, 
modelled on prior successful instruments under the convention, that extends 
legal protections for submarine cables and pipelines beyond the territorial sea 
while expressly preserving belligerent rights during armed conflict. Ringbom 
and Lott (2024) favour working within existing legal frameworks, including 
the creative reinterpretation and application of current laws and conventions, 
rather than pursuing new treaty instruments. 



131PROTECTING CRITICAL UNDERSEA INFRASTRUCTURE IN THE BALTIC SEA

Resilience and Response Measures

Resilience and response refer to the actions that states can take to prevent and 
prepare for the sabotage of CUI, as well as to mitigate the damage when such 
incidents occur. This can occur through legislation, risk management, invest-
ment, and preparing law enforcement and military organisations to respond 
to instances of sabotage when they occur. Regarding domestic legislation, 
Sari (2025, p. 36) highlights that states need to update their domestic laws 
in order to make full use of their rights under UNCLOS and to harmonise 
their legislations to allow for cooperation across jurisdictional boundaries. 
Some authors suggest prioritising private sector resilience and public-private 
collaboration (Black et al., 2025, p. 23; Runde et al., 2024, p. 10). There are 
also physical resilience measures that focus on tangible actions to enhance 
CUI redundancy. For instance, Frazier (2022, p. 36) suggests that laying more 
“dark” cables is worth consideration. These “dark” cables are deliberately 
omitted from publicly available maps to reduce their visibility to hostile 
actors. Concealing their locations reduces the likelihood of targeted sabo-
tage by making critical routes harder to identify. Cao et al. (2022) suggest 
optimising burial depth to protect against anchor strikes, noting the lack of 
universal standards. There are also technological measures, including the use 
of acoustic, magnetic, optical, and oceanographic sensors, which Eleftherakis 
and Vicen-Bueno (2020, pp. 33-35) identify as capable of detecting threats 
such as fishing gear, anchors, submarines, divers, and environmental anoma-
lies along cable routes.

Multilateral Security Frameworks

Multilateral security frameworks highlight shared responsibility between 
states through organisations such as the EU, NATO, and JEF in protecting 
and deterring attacks on CUI. For instance, Black et al. (2025, pp. 23–24) ad-
vocate for the shared responsibility for CUI protection, with the EU focusing 
on regulatory frameworks, coordinated risk assessments, and cross-border 
information sharing, and NATO enhancing patrolling, cyber defence, and 
innovation capabilities. Monaghan et al. (2023, pp. 12–13) argue that NATO 
should protect CUI through immediate actions, such as a dedicated maritime 
group, and longer-term measures, including resilience strategies, prepared-
ness goals, and risk-based planning. 
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This chapter has examined the literature on CUI, ranging from how it is 
defined and categorised, to its economic and strategic importance, to the vul-
nerabilities and threats it faces. The literature reflects growing concern over 
both accidental damage and suspected sabotage, with Russia emerging as 
NATO’s greatest threat in the CUI domain. Protecting CUI presents several 
issues, including gaps in international law, inherent vulnerabilities, and the 
challenge of determining whether damage is intentional or accidental. Schol-
ars diverge over whether recent incidents should be seen as part of instances of 
“hybrid warfare” or whether such terms obscure more than they clarify. While 
a range of solutions are proposed, from legal reforms and technological meas-
ures to resilience strategies and multilateral security frameworks, consensus is 
limited, and their effectiveness remains uncertain.

3. Methodology

This research adopts a qualitative, comparative case study methodology to ex-
amine the impact, attribution, and state responses to suspected CUI sabotage. 
It aims to identify the challenges encountered and the measures employed, 
extracting lessons applicable to defence and infrastructure resilience policies. 
It is primarily aimed at NATO states in northern Europe as they share an ad-
versarial relationship with Russia and a similar operational environment.

3.1. Case Studies of Sabotage Incidents

Chapter Four examines three prominent case studies in the Baltic Sea where 
Russia is suspected of sabotaging CUI. The first is the 2023 Balticconnector 
pipeline incident, the second is the 2024 EstLink 2 incident, and the third is 
the 2024 Yi Peng 3 incident. These cases were selected for their prominence, 
the availability of credible open-source reporting, and representation of the 
three forms of CUI. Each case study is analysed through a process-tracing 
approach to assess:
•	 The nature and circumstances of the incident;
•	 The impact of the incident;
•	 The investigation into the incident;
•	 The strategic and operational responses adopted by the affected states.
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3.2. Discussion & Lessons

Chapters Five and Six consist of a discussion where the findings from the case 
studies are interpreted considering broader literature and interviews. This 
section develops key themes from the literature, most notably the challenge 
of attribution in incidents of damage to CUI. Here, the cases are used to 
illustrate both the grounds for suspecting Russia’s involvement and the limi-
tations of the available evidence, drawing on expert interviews to highlight 
the tension between technical plausibility and legal proof. The discussion 
then moves beyond attribution to examine the broader implications of these 
incidents for European security. Finally, the discussion identifies several les-
sons that can be drawn from the Baltic experience, including the impor-
tance of deterrence, the need for more effective legal instruments, and the 
strengthening of multinational coordination for protecting CUI. The aim is 
not to provide comprehensive policy recommendations, but to suggest the 
“direction of travel”.

3.3. Research Methods

The primary methodological tools for this research include:
•	 Process tracing to reconstruct the sequence of events, policy decisions, 

and operational responses in selected CUI incidents.
•	 Thematic analysis of official documents, enabling the identification of pat-

terns and divergences in national policy responses.
•	 Semi-structured expert interviews, designed to provide insight into stra-

tegic thinking, threat perceptions, and inter-agency coordination in the 
Baltic states and NATO.

This research uses a wide variety of resources, particularly when reconstructing 
events. It draws from the following:
•	 Policy and strategy documents from Baltic state governments, defence 

ministries, and regional organisations such as the EU and NATO;
•	 Academic literature and policy reports on CUI threats and infrastructure 

resilience;
•	 Open-source intelligence (OSINT) relating to CUI incidents;
•	 Press releases by governments, ministries and military officials;
•	 Contemporary media reporting and investigations;
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•	 Press releases and annual reports from CUI operators;
•	 Expert testimony gathered through interviews.

Semi-structured interviews will be conducted with subject matter experts in 
maritime security and CUI protection. The first is Commander (CDR) Pål 
Bratbak, the Branch Head for the NATO Maritime Centre for the Security of 
Undersea Infrastructure (NMCSCUI). The second is CDR Taavi Urb, the Joint 
Maritime Operations Lecturer at the Baltic Defence College. He has a back-
ground in naval mine warfare and was the Estonian national representative 
during his time as an officer at NATO’s Maritime Command (MARCOM). 
Each interviewee approved selected quotations for use to avoid misinterpreta-
tion. Both interviewees agreed to be named in this research.

3.4. Conceptual Definitions and Framing

For the purpose of this research, CUI refers to undersea infrastructure, the 
loss or degradation of which would significantly impair the delivery of es-
sential services, national security, or core state functions. It explicitly consid-
ers three forms: submarine telecommunications cables, submarine electricity 
interconnectors, and undersea oil and gas pipelines. Sabotage is defined as an 
intentional act designed to damage, destroy, or disrupt foreign infrastructure 
in a manner consistent with coercive or strategic objectives. Russia is under-
stood as the primary threat to NATO Europe in the CUI domain, based on its 
capabilities, strategic posture, and regional commitments. This framing aligns 
with prevailing threat assessments in the literature and among NATO allies. 
This study consciously avoids analytical reliance on terms such as hybrid war-
fare, grey-zone threats, or sub-threshold conflict, due to their limited concep-
tual precision.

4. The Baltic Case Studies

4.1. The Balticconnector Incident

On 8 October 2023, a leak was detected in the Balticconnector gas pipeline 
and an adjacent telecom cable between Finland and Estonia (Council of the 
European Union, 2023, p. 2). The same night, faults were reported in the nearby 
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Estonian-Swedish, Russian, and Estonian-Finnish submarine telecommuni-
cations cables (Ringbom & Lott, 2024, p. 1). These faults all occurred nearby 
the Balticconnector breach and inside Finland’s EEZ. Suspicion centred on 
the Hong Kong-registered and Chinese-owned Newnew Polar Bear as the 
ship crossed the Balticconnector at the time when seismic activity, consistent 
with an anchor drag, was detected (Ringbom & Lott, 2024, p. 1). The Finnish 
Border Guard made radio contact with the Newnew Polar Bear in the Gulf 
of Finland on its westward journey following a stay in St. Petersburg (p. 2). 
However, the vessel did not cooperate. Finnish authorities ultimately took no 
action, as their enforcement powers did not extend beyond territorial waters 
and the damage had occurred in the EEZ. As a result, the ship was able to 
depart unimpeded, first calling at St. Petersburg before continuing to China.

Finland headed the criminal investigation into the incident with support 
from Estonia. Amid the mounting evidence against the Newnew Polar Bear, 
requests were made to the Chinese authorities for cooperation and legal as-
sistance regarding the case (Poliisi, 2023). In August 2024, Chinese media 
reported Beijing’s admission that the Newnew Polar Bear damaged the Bal-
ticconnector, attributing the rupture to “a strong storm” and classifying it as 
an accident following its own internal investigation (Bermingham, 2024). 
This admission added little to what Finnish investigators already suspected, 
especially as they had by then recovered the vessel’s anchor from the seabed 
(YLE, 2023). Additionally, the joint Finnish-Estonian investigation could not 
use China’s report as admissible evidence. Without direct jurisdiction over 
the vessel or its crew, both lacked meaningful leverage to conduct their own 
criminal investigations. In order to establish whether the incident was in-
tentional, Estonian prosecutors submitted a mutual legal assistance (MLA) 
request to China, asking its law-enforcement authorities to undertake inves-
tigative measures related to the vessel and its crew (Sytas, 2024). China did 
not respond to this request; however, it did cooperate to a limited extent. 
Cooperation between China and Finland is reportedly ongoing, although it 
remains unclear whether China has fulfilled the full extent of Estonia’s MLA 
request (Poliisi, 2025b). As of July 2025, the ship’s captain, Wan Wenguo, has 
been formally charged in Hong Kong with criminal damage and maritime 
safety violations and remains in pre-trial custody (Reuters, 2025a). There ap-
pears to have been no attempt to investigate the possibility of sabotage.

The damage to the Balticconnector had surprisingly little immediate ef-
fect on the retail energy supplies of Finland and Estonia. Pre-existing redun-
dancy measures meant that the alternative energy infrastructure absorbed 
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most of the lost throughput. Grid integration with Latvia ensured the Es-
tonian gas supply through the Inčukalns underground gas storage facil-
ity, in addition to top-ups from the Klaipeda Liquefied Natural Gas (LNG) 
terminal and the Lithuanian-Polish interconnection GIPL (Elering, 2025a, 
p.  11). For Finland, the LNG terminal in Inkoo had sufficient capacity to 
cover gas imports while the Balticonnector was down (Elering, 2025a). That 
said, the market reaction was asymmetric. Finnish wholesale prices surged in 
the immediate aftermath, underlining Finland’s near-total reliance on LNG 
imports, while Estonia’s storage cushion and European connections muted 
domestic price exposure (A’Hearn, 2024, p. 9; Ots, 2024). Repairs were costly 
and slow. The Balticconnector took over six months to repair at an estimated 
cost of 35 million EUR, according to annual reports from GasGrid (GasGrid, 
2024, pp. 9, 102; GasGrid, 2025, p.18). That cost was to be split between both 
GasGrid and Estonia’s national grid operator Elering. In the case of Gas-
Grid, insurance covered 7.5 million EUR of the repair fees (GasGrid, 2025, 
p. 89). Elering’s 2024 annual report indicated that the Balticconnector re-
pair strained both the financial and manpower resources of the gas operator 
(Elering, 2025a, p. 6).

Some Western officials and commentators vaguely speculated that Rus-
sia might be behind the Balticconnector damage, but those suspicions were 
never confirmed. For instance, Latvian President stated in a TV interview 
that if Russia were proven responsible, NATO should shut off Russian ac-
cess to the Baltics (Reuters, 2023). However, nothing substantial suggested 
confirmation of Russian involvement. Putin’s spokesperson Dmitry Peskov 
refuted all claims of Russian involvement, declaring the Latvian President’s 
comments “unacceptable” (Reuters, 2023). A Finnish tabloid quoted inside 
security policy sources that the Finnish government and Defence Forces sus-
pected Russia of attacking the pipeline (Iltalehti, 2023). To date, no NATO 
head of state, cabinet minister, or senior military officer has publicly and for-
mally attributed the incidents to Russia. The investigation focused on a Hong 
Kong–flagged vessel, and Chinese authorities reportedly charged the ship’s 
captain with negligence (Reuters, 2025a). While Beijing did not fully cooper-
ate, it did act within international law and took necessary measures to hold 
the captain responsible. Taken together, there is limited evidence suggesting 
Russian sabotage. However, Finland and Estonia were never able to conduct 
their own full inspection of the vessel, leaving some questions unanswered. 
Both the EU and NATO took the incident seriously, taking measures to aid 
in the response and for deterrence measures. The EU released 800,000 EUR 
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from the Internal Security Fund to the Finnish Border Guard and Navy to 
secure the area and support the investigation. While in terms of government 
budgets, the sum is small, it was likely to help accelerate an immediate in-
vestigation. In response to the Nord Stream sabotage and the Balticonnector 
incident, NATO increased air and naval patrols in the Baltic Sea and estab-
lished the Maritime Centre for the Security of Critical Undersea Infrastruc-
ture (NMCSCUI) under NATO’s Maritime Command (MARCOM) (NATO, 
2023). This swift action taken by both organisations reflects the growing con-
cern about the vulnerability of CUI. While the evidence tying Russia directly 
to the Balticconnector damage remains inconclusive, the scale and speed of 
the EU and NATO responses nevertheless imply an underlying suspicion of 
Russian involvement. At the same time, it demonstrates a prepared and in-
creasingly aware posture of the vulnerability of CUI in the Baltic region.

4.2. The Yi Peng 3 Incident 

The BCS East-West Interlink is a 218-kilometre submarine telecommunica-
tions cable running between Šventoji (Lithuania) and Katthammarsvik (Got-
land, Sweden). It is operated by the Swedish telecommunications company 
Arelion, with Telia responsible for transmitting internet traffic to Lithuania. 
On 17 November 2024, Telia reported that the cable was severed at roughly 
08:00 UTC (Moss, 2024). On 18 November, Cinia (2024) reported a fault in 
the nearby C-Lion 1 cable (Finland-Germany), occurring around 02:04 UTC. 
German defence minister stated that the incident looked like sabotage, with-
out naming a perpetrator (Astier & Kirby, 2024). Swedish and Lithuanian de-
fence ministers were more overt. In a joint statement on 19 November, they 
noted that the incident must be “assessed with the growing threat posed by 
Russia in our neighbourhood as a backdrop.” (Government of Sweden, 2024) 
These statements demonstrate a wariness amongst policy circles in the Bal-
tic Sea regarding recent incidents of damaged CUI and the potential role of 
Russia. As expected, the Kremlin’s spokesperson, Dmitry Lavrov, refuted the 
claims for lack of evidence (Faucon et al., 2024).
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Figure 1. Diagram released by the maritime analytics provider Marine Traffic. The bold dot-
ted line shows the area where AIS was lost (from 14:41 UTC to 22:41 UTC on 17 November). 
The bold circle shows the area of the C-Lion 1 and BCS East-West Interlink cables. Source: 
(Ampatzidis, 2024)

Figure 2. AIS tracking data released by Marine Traffic shows the Yi Peng 3 drifting near the 
cable for 65 minutes. Source: (Ampatzidis, 2024)
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The Yi Peng 3, a Chinese-flagged vessel with a Russian captain, became the 
primary suspect for the damage. Publicly available Automatic Identification 
System (AIS)2 data placed it as the closest vessel to the locations of the severed 
Baltic Sea cables, showing its course intersecting directly with those damage 
sites in Sweden’s EEZ. During this period, the ship’s AIS signal went dark for 
about 7.5 hours, creating a gap in the publicly available track just hours before 
cable faults were reported, as seen in Figure 1 (Ampatzidis, 2024; LRT, 2024; 
Paasch, 2024; Reuters, 2024). Additionally, upon the AIS resuming, the vessel 
was recorded drifting for 65 minutes, 1.5 nautical miles from the undersea 
cables seen in Figure 2. The combination of the Yi Peng’s 3’s proximity to 
the cables at the time of breaking, the suspicious AIS behaviour, and unusual 
movement patterns warranted suspicion on the part of the affected states. 

On 26 November, Lithuania, Finland, and Sweden created a joint inves-
tigation team under the coordination of Eurojust, the EU agency responsi-
ble for supporting cross-border criminal cases (LRT, 2024). Despite mount-
ing suspicions, the Yi Peng 3 continued toward the North Sea. A Danish 
Navy patrol vessel shadowed the vessel before intercepting it in the Kattegat 
Strait (Ampatzidis, 2024). The ship anchored under Danish observation. The 
Danish ships did not board the vessel and allowed it to sail through Den-
mark’s territorial sea, only inhibiting its movement once it was anchored in 
international waters. Reuters (2024) reported that around this time, Swe-
den formally requested that the ship enter its territorial waters. This would 
have provided a clear legal basis for a Swedish-led criminal investigation. 
The crew refused, and by remaining outside both Danish and Swedish ter-
ritorial seas, placed itself beyond the immediate jurisdiction of the coastal 
states. Under international law, the responsibility for investigation therefore 
reverted to the flag state, China. In practice, this meant that any meaningful 
legal process depended on Beijing’s willingness to cooperate. Although not 
compelled to do so, Chinese authorities agreed to a joint inspection with 
Sweden and other observers.

The investigation was headed by the Swedish Accident Investigation Au-
thority (SHK), upon receiving a request from the corresponding Chinese 

2	 The Automatic Identification System (AIS) is a maritime tracking system that allows vessels 
to automatically identify and exchange key data with each other and with shore-based stations. 
AIS tracking is mandatory for most larger ships and all passenger ships. Companies such as 
Marine Traffic compile this data into maps that track, analyse, and display live AIS data.
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body on 21 November (Statens Haverikommission, 2025, p. 1).3 By approach-
ing the SHK instead of the Swedish authority handling the criminal investiga-
tion, China ensured that the inquiry did not assume a criminal character. The 
SHK inspected the vessel alongside Chinese representatives and observers 
from Germany, Finland, and Denmark. The investigation found that the ship 
had been dragging its port side anchor for one and a half days over approxi-
mately 330 kilometres (p. 3). The crew acknowledged this but claimed it was 
accidental (p. 3). Therefore, the investigation hinged on whether the anchor 
had been intentionally discharged or accidentally released due to negligence 
and poor seamanship. Based on the available evidence, including interviews, 
the ship’s logbook, and an inspection of the anchor, the investigation could not 
definitively rule out either possibility (pp. 15–16). A full review of every aspect 
of the investigation is beyond the scope of this research; however, neither the 
brief AIS outage nor the drifting period drew particular attention in the final 
report. This may reflect the fact that the crew had already acknowledged an-
chor dragging and that suspicions centred more on the vessel’s position and 
timing rather than on anomalies in the tracking data.

Several factors limited the scope and intensity of the investigation, likely 
preventing a definitive outcome. First, the on-board inspection took place 
over a month after the incident, limiting access to key evidence such as elec-
tronic material. Second, Chinese officials were present during all interviews 
and forbade any recordings (pp. 2–3). Third, bad weather restricted the time 
available for inspection, meaning certain procedures, including testing of the 
port side anchor, had to be accelerated or could not be completed (pp. 2–3). 
The investigation was ultimately limited in scope and carried out more as 
a formality than as a fully open and impartial inquiry. While CDR Bratbak 
(2025) expressed surprise at the extent of the Yi Peng 3 investigations, he 
suggested that this may reflect China’s desire to maintain its image as a re-
sponsible shipping state. Whatever the motive, Chinese authorities clearly 
demonstrated a desire to prevent criminal charges in Finnish or Estonian 
courts and prove the crew’s innocence.

The impact of the Yi Peng 3 incident was limited compared to the 
Balticonnector rupture. Belson (2024) indicates that neither the severance of 
the C-Lion 1 nor the BCS East-West Interlink had any noticeable impact 
on network traffic, HTTPS requests, and bandwidth in any of the affected 

3	 The investigation’s findings are only available in Swedish. These were carefully translated 
using a large language model, and the output was compared against secondary reporting.
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countries. Belson (2024) attributes this to the effective rerouting of internet 
traffic through alternative cables. This implies that isolated damage to sub-
marine telecommunications cables has a limited impact on the availability 
of internet services where sufficient alternative cables exist. The impact on 
grid operators was also limited. Cinia’s annual report notes that the C-Lion 1 
cable was swift and cheap to repair due to preexisting arrangements with re-
pair contractors (Cinia, 2025, pp. 23, 87). By contrast, there is little publicly 
available evidence from Arelion regarding the costs of repairing the BCS 
East-West Interlink, which suggests that any expenses were either covered 
by existing arrangements or not material enough to require disclosure.

4.3. The EstLink 2 Incident

EstLink 2 is the second high-voltage direct current interconnector linking the 
Estonian and Finnish power grids. It runs between the Püssi converter sta-
tion in Estonia and the Anttila converter station in Finland. With a capacity of 
650 megawatts, it is one of the highest-capacity interconnectors in the Baltic 
region (Elering, 2025a, p. 49). Ownership is equally divided between Esto-
nia’s Elering and Finland’s Fingrid. EstLink 2 is a key link for regional energy 
security, helping to maintain a reliable electricity supply and stable prices in 
both Finland and Estonia (Elering, 2025a, p. 16). Before the incident, the 
cable had already experienced a technical fault that shut down operations 
and required replacing a 300-metre segment, a process that took about 
eight months (Elering, 2025a, pp. 16–17). On 25 December 2024, Fingrid 
reported a further failure of EstLink 2 to Finnish authorities (Fingrid, 2024). 
Shortly afterwards, four submarine telecommunications cables were dam-
aged, including two operated by Elisa (Finland-Estonia), another by CITIC 
(Finland-Estonia), and Cinia’s C-Lion1 cable (Finland-Germany) (Traficom, 
2024). Unlike the initial technical fault earlier in 2024, the timing and nature 
of the new fault suggested external interference.

The Eagle S oil tanker became the prime suspect. The tanker, registered 
under the Cook Islands flag and owned by a United Arab Emirates-based 
company, had been publicly described by Finnish Customs officials as linked 
to Russia’s “shadow fleet” (Reuters, 2025b). At the time of the incident, it 
was departing from St. Petersburg and was en route to Port Said, Egypt. AIS 
tracking data from the Marine Traffic website, compiled by media organisa-
tions including Finland’s YLE News, indicated that the tanker passed directly 
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Figure 3. Movement of the Eagle S in the Gulf of Finland plotted using AIS tracking data 
from Marine Traffic. Source: (YLE, 2024)

over the EstLink 2 cable as well as the other damaged telecommunications 
cables at the time the damage was reported (YLE, 2024). Moreover, the data 
revealed that the Eagle S looped back on itself shortly after crossing the cables 
(YLE, 2024), an unusual manoeuvre that raised questions about the vessel’s 
intentions. Like with the Yi Peng 3, the combination of the precise timing and 
atypical navigation patterns made the ship the logical focus for Finnish au-
thorities. The Eagle S complied with subsequent orders to enter Finnish terri-
torial waters (Cook & Milne, 2025), allowing authorities to take enforcement 
action. During the night between 25 and 26 of December, the police special 
intervention unit Karhu, together with the Border Guard’s special interven-
tion unit, descended from helicopters to take control of the tanker (Poliisi, 
2025d). On 28 December, Finnish authorities moved the Eagle S to an inner 
anchorage within national jurisdiction to facilitate investigation, and on 3 
January 2025, the country’s Maritime Court formally ordered its seizure un-
der suspicion of damaging the EstLink 2 (Fingrid, 2025, p. 19; Poliisi, 2024).

On 6 January 2025, Finland retrieved the anchor suspected of causing the 
damage. The Eagle S was missing an anchor when boarded, having dragged 
it over 90 kilometres along the seabed when the damage occurred (Poliisi, 
2025a; National Prosecution Authority Finland, 2025). On 13 June 2025, 
Finland’s National Bureau of Investigation (NBI) completed its investigation. 
The Police of Finland reported that “Based on the material collected from the 
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vessel, the examination of the seabed, and the interviews conducted with the 
crew, senior officers of the tanker Eagle S are suspected of aggravated crimi-
nal mischief and aggravated interference with telecommunications.” (Poliisi, 
2025c) The Head of Investigation, Detective Chief Inspector Sami Liimatain-
en stated, “Among the suspects are the master, the chief mate and the second 
mate, who were responsible for the safe passage, navigation and operation of 
the vessel.” (Poliisi, 2025c) The outcome of the case may set a regional prece-
dent for criminal liability and state jurisdiction over foreign-flagged vessels 
that damage CUI in a country’s EEZ.

Finland’s National Prosecution Authority announced that the damage 
to the EstLink 2 cable cost the operators at least 60 million EUR in repair 
expenses alone (National Prosecution Authority Finland, 2025). This figure 
does not account for additional costs associated with downtime or lost capac-
ity. Elering (2024) reported that the EstLink 2 fault did not impede the Baltic 
States’ desynchronisation from the Russian energy grid, as alternative Euro-
pean interconnectors were able to handle extra demand. Fingrid (2025, p. 19) 
confirmed that it would pursue legal action to recover damages, which was 
seconded by Elering (2025b). The two Elisa submarine telecommunications 
cables that were severed were repaired successfully in early January (Elisa, 
2025b). Elisa’s annual review suggests that the cost and duration of the re-
pairs were not significant and that the incident did not materially disrupt 

Figure 4. The anchor suspected of rupturing the EstLink 2 is hoisted onto the deck of 
HMS Belos (Poliisi, 2025)
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telecommunications services (Elisa, 2025a, p. 8). The report does not disclose 
specific costs, which aligns with common practice among listed companies, 
where one-off operational events are only detailed if they materially affect 
financial results. As noted in the Yi Peng 3 case study, the C-Lion 1 was re-
paired quickly, likely with insignificant costs. Information regarding the 
CITIC cable remains unclear.

A report by Estonia’s ERR news compiled regional leaders’ reactions to 
the incident. Most suspected sabotage and called for greater protection for 
CUI, others hinted at Russian involvement but refrained from direct accu-
sations. For instance, Finland’s President and Prime Minister both stated it 
was too early to determine whether Russia was responsible (Wright, 2024). 
Estonia’s president acknowledged that “Repeated damage to Baltic Sea in-
frastructure signals a systemic threat, not mere accidents.” (Wright, 2024) 
These statements indicate that regional leaders viewed the incident as serious 
and likely intentional but were cautious about making premature judgments 
regarding Russian involvement. Nevertheless, NATO and the EU mobilised 
concrete measures. The UK-led JEF launched Operation Nordic Warden in 
direct response to the EstLink 2 damage (Ministry of Defence and Foreign, 
Commonwealth & Development Office, 2025). The operation harnesses and 
analyses data streams such as AIS tracking data to assess vessels graded as a 
threat, warning JEF and NATO members in real time if certain ships pose 
a risk to CUI. NATO launched operation Baltic Sentry, “a multi-domain 
vigilance activity aimed at increasing maritime situational awareness in the 
Baltic Sea to deter and defend against attacks on CUI” (NATO, 2025b). To-
gether, these actions reflect that NATO and JEF have recognised the pattern 
of repeated incidents and are treating the Baltic undersea environment as 
a strategic domain requiring proactive monitoring and rapid response. The 
operational response signal to state and non-state actors that any potential 
attacks targeting CNI will be met with coordinated, alliance-level situational 
awareness and enforcement capability. In doing so, NATO and JEF are ef-
fectively institutionalising a posture of preparedness and resilience, acknowl-
edging the evolving threat environment in which human damage to CUI is 
becoming a recurring concern.
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5. The Dilemma of Attribution

Two questions underlie each case study. First, was the CUI damaged inten-
tionally? Second, is Russia somehow involved? The correct attribution is criti-
cal because it determines how states and NATO can respond legally, militar-
ily, and diplomatically. If a state is involved, without attribution it limits the 
measures both states and NATO can take to respond. Conversely, attributing 
such incidents to a state actor carries the risk of miscalculation if these are, in 
fact, the result of negligence, poor weather, or accidents. When asked wheth-
er these instances of CUI damage were accidental, both CDR Urb and CDR 
Bratbak expressed scepticism. CDR Urb (2025) stated, “You have to lower it 
[the anchor] very carefully or it will snap before you can drag it. So, I would 
say it’s implausible that it’s an accident, but well, you can’t prove it.” Similarly, 
CDR Bratbak (2025) found it “very strange” that multiple ships could drag 
their anchors for long distances without noticing. Yet, like CDR Urb, he ac-
knowledges there is no conclusive proof of intent. On the other hand, some 
academics argue more fervently that Russia is conducting sabotage in the 
Baltic Sea. For instance, Sutherland (2025, p. 27) asserts bluntly that “the Yi 
Peng 3 and Eagle S cut cables on behalf of Russia,” in order to destabilise the 
Baltic region.

The issue is that sabotage is particularly difficult to prove because plau-
sible deniability is built into sabotage operations. Galeotti (2019, pp. 60–62) 
offers a useful perspective on how the Kremlin achieves plausible deniability 
in both covert and overt operations. Galeotti describes a decentralised eco-
system in which intelligence services, private actors and commercial plat-
forms act in anticipation of Kremlin intent rather than through direct orders. 
Successful operations can be quietly endorsed; failures can be disavowed, 
preserving deniability. Sometimes directives originate from the top, but often 
opportunistic actors move independently. In practice, it could be as simple as 
an ambitious FSB or GRU officer bribing a crew member to drop the anchor 
at an opportune moment. That crew member would likely know that acci-
dents at sea occur often and jurisdictional protections complicate enforce-
ment. Note that this is a hypothetical case that speculates how Russia could 
maintain plausible deniability whilst sabotaging CUI.

While plausible deniability explains how Russia could carry out sabotage 
whilst limiting direct evidence, such a mechanism is only relevant because 
Russia possesses both the capability and historical precedent to conduct 
these operations. As shown in the literature review section, Russia has invested 
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in developing different capabilities to map, target, and sabotage CUI. Krem-
lin officials likely already know of the vulnerability and the locations of key 
CUI. Additionally, there is strong evidence that Russia has targeted CNI on 
several occasions. For instance, Moscow was linked to the 2007 Estonian 
cyber-attacks (Czosseck et al., 2013, pp. 73–75) as well as several arson at-
tacks against warehouses and shopping centres in NATO states (Counter 
Terrorism Policing, 2025; Walker, 2025). Given this context, it would not 
be unprecedented for such instances of sabotage to extend to CUI. Having 
established that Russia has both the capability and precedent, the next ques-
tion is whether it would be motivated to use these capabilities against CUI 
in the Baltic Sea.

Based on the geopolitical situation in the Baltic region, there is a rationale 
for why Russia may sabotage CUI. The Estonian Foreign Intelligence Ser-
vice’s annual public report (2025, p. 37) states that Russia is critically reliant 
on Baltic ports for around 60% of its oil exports and for access to the Ka-
liningrad Oblast. Therefore, maintaining the Baltic Sea access is critical for 
Russian economy and, to an extent, its territorial integrity. Eight of the nine 
states which have a Baltic coastline are now NATO member states, with the 
accession of Sweden and Finland reinforcing Moscow’s perception of encir-
clement. In particular, Russian officials have framed NATO as an aggressor 
in the region, with Deputy Foreign Minister Alexander Grushko accusing 
the Alliance of trying to turn the Baltic into an “internal sea of NATO” (Iz-
vestia, 2025). Regardless of Russia’s responsibility in creating this standoff, 
NATO remains an adversary, with each of these states contributing directly 
to Russia’s struggles in Ukraine through military and financial aid. Russia 
could therefore be seeking to contest NATO’s growing maritime dominance 
in the Baltic and, simultaneously, to raise the costs of Western support for 
Ukraine by signalling that proximity to the conflict entails risk to one’s own 
infrastructure. However, if either of these were the case, the results would 
have been predictably counterproductive. The recent damage to CUI has not 
had a significant impact on the countries supporting Ukraine, with NATO 
member states now committing to 5% of GDP for defence spending and reaf-
firming support for Ukraine as agreed at the Hague Summit (NATO, 2025a). 
Additionally, the Baltic Sea states continue to rank among the highest donors 
of bilateral aid to Ukraine as a percentage of GDP, despite several instances of 
damaged CUI (Ukraine Support Tracker, n.d.). Evidence shows that instead 
of weakening security, the recent incidents prompted NATO to intensify sur-
veillance and patrols and strengthen cohesion in the Baltics.
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A recent Publication by the Institute for the Study of War, following mul-
tiple drone incursions into NATO airspace over airports in Denmark, Nor-
way, Germany, Sweden and Poland, interprets the rationale behind Russia’s 
hostile actions towards NATO at a more strategic level. It argues that Russia 
is increasing the number of covert and overt attacks against NATO states in 
order to “create fear throughout the European population and fragment NA-
TO’s resolve.” (Barros et al., 2025) It states that Russia appears to be “acceler-
ating the informational and psychological condition setting phase — “Phase 
0” — of its campaign to prepare for a possible NATO-Russia war in the fu-
ture.” While there is no guarantee that Russia will go to war with NATO, it 
demonstrates that it is aware of the possibility, and thus, the Kremlin is trying 
to put Russia in the best possible position should there be a war. This, in turn, 
demonstrates a rationale for why Russia would sacrifice a NATO build-up in 
the Baltic by theoretically sabotaging CUI. Doing so would effectively mean 
that Russia is tolerating setbacks in the Baltics to serve its long-term interests 
of weakening coherence within the alliance.

The primary issue remains that suspicion does not amount to proof. While 
precedent, capability, circumstantial evidence, and speculative strategic ra-
tionale create grounds to suspect Russia, it is not sufficient to assign responsi-
bility. This duality is illustrated by CDR Urb’s comment that Russia’s “‘poking’ 
has been ongoing and intensified since the war [in Ukraine]. Incidents may 
cause automatic suspicion of Russia, even if it is not guilty.” The Nord Stream 
sabotage in 2022 should serve as a lesson. Initial Western accusations against 
Russia have since given way to evidence implicating a Ukrainian-linked team, 
though without definitive state-level attribution (Bundesanwaltschaft, 2025; 
Duffy, 2022; Olsen, 2024; Pancevski, 2024). The Nord Stream case highlights 
how difficult attribution can be, as even Europe’s most heavily investigated and 
overt act of CUI sabotage has produced no definitive findings. At the time, 
Russia was capable and suspected of carrying out the sabotage, but the evi-
dence suggests that it did not. Lessons from the Nord Stream need to be car-
ried forward. Russia may often be the path of plausibility when attempting to 
explain man-made damage to CUI, particularly in the Baltic region, but to ac-
cuse Russia without sufficient proof is strategically counterproductive. It risks 
damaging the accuser’s credibility, escalating tension unnecessarily, and plays 
into Russian disinformation. Where evidence of Russian involvement exists, 
high-level government actors tend to expose it. For example, in relation to the 
recent drone incursions over European airports, high-level state leaders, 
such as Friedrich Merz, and a resolution adopted by the European Parliament 
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directly attributed the incursions to Russia (Barros et al., 2025; MEPs demand 
a unified EU response to Russian violations and hybrid warfare threats, 2025). 
By contrast, high-level political leaders were markedly more cautious in blam-
ing Russia in each case study, and there was no definitive consensus in this 
regard. Expert assessments reflect this ambiguity. Both CDR Urb (2025) and 
CDR Bratbak (2025) acknowledge that Russia could benefit from sabotaging 
CUI and might be responsible but stressed that this does not change the fact 
that there is no definitive evidence.

The ambiguity in trying to understand the rationale necessitates that the 
possibility of sabotage should be rooted in the facts on the ground. In the 
case of the Newnew Polar Bear, there is little open-source evidence linking 
the vessel to Russia other than the fact that it was heading to a Russian port 
(a normal act of trade or transit between two friendly countries), and was 
sailing under the flag of a state friendly to Russia. Given that a Russian cable 
was damaged during the incident, such an outcome would be inconsistent 
with the vessel acting entirely in Russia’s interest, suggesting that a deliber-
ate state-directed attack is difficult to substantiate based on the available evi-
dence. The prosecution by China does not necessarily support either argu-
ment. If Beijing believed there was state-level intent behind the incident, then 
charge could serve as a form of damage control; alternatively, it could have 
been avoided entirely to prevent generating unnecessary international atten-
tion and scrutiny. The Yi Peng 3 case is more ambiguous because the signals 
from China were mixed. The vessel’s conduct appeared unusual given the 
regional context, raising questions among investigators. At the same time, 
China’s reluctance to allow foreign prosecutors full access could simply re-
flect sovereignty concerns, diplomatic caution, or mistrust of Western inten-
tions. Alternatively, it could indicate a desire to limit scrutiny of the vessel’s 
activities. Suspicion was heightened by the fact that, despite these concerns, 
the captain was not criminally charged in China, even though investigators 
noted that if the incident was not deliberate sabotage, it was likely the result 
of negligence and poor seamanship. This case remains ambiguous, aligning 
with the findings of the Swedish investigation. Intentional sabotage cannot be 
ruled out, but links to Russia remain speculative. The Eagle S is the strongest 
candidate for sabotage and possible Russian involvement. As noted, the vessel 
has been linked to Russia’s so-called “shadow fleet”, a network of ships often 
used to circumvent sanctions. Additionally, Sutherland (2025, p. 26) notes 
that the Eagle S was carrying sanctioned Russian fuel and had previous asso-
ciations with the FSB. The scale and nature of the damage are also noteworthy, 
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as multiple cables were severed at a time of heightened regional sensitivity 
around CUI, making a simple accident less convincing. Overall, the evidence 
across these incidents remains largely circumstantial. While each case raises 
questions, particularly the Eagle S, which shows the strongest links to Russia, 
there is still no conclusive proof that any of the vessels intentionally dropped 
their anchors on behalf of Russia.

The pattern of recurring vulnerability is less ambiguous and deserves 
more focus. Multiple major incidents involving both pipelines and telecom-
munications cables have taken place within two years in the same maritime 
corridor. Irrespective of whether Russia is responsible, the consequences 
have been costly, with Balticconnector and EstLink 2 requiring expensive, 
time-consuming repairs that disrupted energy flows. These outcomes justify 
precautionary responses, which can be directed at ships, their crews, and op-
erating companies to discourage negligent or reckless behaviour, even when 
state involvement cannot be proven. Concurrently, states are right to remain 
alert to the broader strategic danger. Russia possesses both the capability and 
could very well target CUI in a period of escalation. Thus far, the damage has 
been episodic and repairable, but the same methods could easily be scaled 
and coordinated by a more hostile Kremlin. Civilian vessels dragging their 
anchors have already shown the fragility of seabed infrastructure. Therefore, 
a synchronised campaign against multiple interconnectors or several tele-
communications cables at once could be devastating. In peacetime, accidents 
may be disruptive but containable, whereas in wartime, such activity could 
present fundamental challenges to economies, state apparatus, and even peo-
ple’s lives. In some ways, these incidents are actually a gift to NATO. They 
create enough concern and demonstrate a critical vulnerability to prompt 
renewed investment and attention in protecting CUI, without the shock and 
cost of a full-scale, coordinated sabotage campaign.

6. Lessons and Recommendations for the Protection of CUI

The preceding analysis highlights recurring vulnerabilities in both national 
and allied responses. The following section distils these observations into les-
sons and recommendations for strengthening the protection of CUI.
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6.1. Punishment and Deterrence

Deterrence in the protection of CUI rests on the credible imposition of costs 
for vessels that damage it. Unless ships perceive that damaging cables or 
pipelines, whether through negligence or intent, carries real and unavoidable 
consequences, the incentives for carelessness or malign action remain un-
changed. In this sense, preventing human damage to CUI depends on visible 
precedent. The EstLink 2 incident remains instructive. Finnish authorities 
acted swiftly by boarding the Eagle S and initiating criminal proceedings. The 
subsequent seizure of the vessel not only secured evidence but also imposed 
reputational and legal costs on the crew. By contrast, both the Balticconnec-
tor and Yi Peng 3 incidents illustrate what happens when this chain fails. 
In the Balticconnector case, it was believed that Finland lacked jurisdiction 
over the Newnew Polar Bear in its EEZ, leaving the vessel unchallenged and 
preventing a domestic investigation. In the Yi Peng 3 case, China asserted 
control over inspection procedures, effectively insulating the vessel from ex-
ternal scrutiny. The case study comparisons reveal that deterrence requires 
two linked capacities. First is the immediate responsiveness at the operational 
level. If sabotage is suspected, the ability to gather evidence is crucial. The 
most reliable way to do this is by boarding the ship to investigate physical evi-
dence and interrogate the crew as with the Eagle S. CDR Urb (2025) suggests 
that perhaps the only way to establish proof in an instant of state-sponsored 
sabotage is via a confession from a crew member, captain or relevant person. 
This requires having the crew in custody. Second, the capability and willing-
ness to impose a cost on the perpetrator. In the cases of complete negligence, 
where improper inspections or poor seamanship occur, legal proceedings 
should be seriously considered. Nevertheless, states should exercise restraint 
and avoid a maritime witch hunt, which would hinder freedom of navigation. 
Sweden has set a good precedent for this. In January 2025, Sweden seized a 
Maltese-flagged vessel suspected of sabotaging a telecommunications cable 
between Sweden and Estonia (Åklagarmyndigheten, 2025). The vessel was 
released after it was determined that the damage was clearly not an instance 
of sabotage (Säkerhetspolisen, 2025).
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6.2. Building a Picture

Underlying the ability to impose costs is the challenge of detection. States 
must be able to link physical damage to specific vessels, and to do so quickly 
enough that follow-up action remains feasible. CDR Bratbak (2025) stressed, 
“Priority should be on building a clear maritime situational picture showing 
where vessels are and what they are doing. NATO needs to know where and 
when cable breaks occur so it can respond as necessary.  Legal frameworks 
must allow responsibility to be assigned to actors. Infrastructure operators 
should have well-rehearsed protocols detailing who to call when a break oc-
curs, and these procedures should be trained in advance to ensure rapid, co-
ordinated action.” The EstLink 2 case demonstrates how an effective mari-
time picture can shape favourable outcomes. The rapid reporting of the fault 
to authorities enabled a prompt and coordinated response, preventing the 
Eagle S from dragging its anchor over the EstLink 1 (Bratbak, 2025). The les-
son here is that deterrence is inseparable from surveillance capacity. Techni-
cal monitoring systems such as sonar and acoustic detection in busy or shal-
low seas can improve the attribution chain, but only if integrated with clear 
reporting protocols and rehearsed escalation procedures. As CDR Bratbak 
(2025) highlighted, infrastructure operators must know “who to call when 
a break occurs”, and states must ensure that these calls trigger pre-defined, 
rapid responses.

6.3. Legal Reform and Jurisdiction

The most persistent obstacle to deterrence remains legal jurisdiction. In-
ternational frameworks such as UNCLOS and the 1884 Submarine Cables 
Convention leave enforcement primarily in the hands of flag states. As the 
Yi Peng 3 case illustrated, this enables states to shield vessels from scrutiny 
by invoking exclusive jurisdiction. As most states depend on CUI in some 
shape or form, there is likely a common interest in enhancing legal protec-
tion through multilateral channels like the United Nations. However, ironing 
out the details and establishing consensus could take years. Where more im-
mediate action can be taken, it should. There are legal arguments for states to 
enforce measures against ships in their EEZ, and not just the territorial sea. 
For instance, although Finland believed it did not have jurisdiction to take 
enforcement measures over the Newnew Polar Bear, there were arguable legal 
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grounds. Ringbom and Lott (2024) justify that Finland possessed legal argu-
ments to take enforcement measures in its EEZ against the Newnew Polar 
Bear by interpreting UNCLOS dynamically, stressing that Articles 56, 73, 79, 
113, 220 and 221, when read in light of the Convention’s object and purpose, 
support coastal state jurisdiction to investigate and even interdict vessels sus-
pected of damaging pipelines on the continental shelf.

However, the most pertinent solution can come from domestic laws. CDR 
Urb (2025) observed that prior to reforming it, maritime law was a “mess” 
that actively hindered intervention, but subsequent changes have given the 
Estonian Navy clearer rights to act. He was referring to amendments to Esto-
nia’s Defence Forces Organisation Act and the Exclusive Economic Zone Act 
in April 2024. These amendments grant the Estonian Defence Forces (EDF) 
the authority to use force in maritime security operations in Estonia’s EEZ, 
including the right to sink civilian vessels if deemed a threat to critical infra-
structure, national defence objects, ports, structures, equipment, or vessels 
when other means fail (Riigikogu, 2025a, 2025b). In effect, this removes legal 
ambiguity, creates a deterrent effect if properly enacted, and legitimises ac-
tions to protect CUI in the EEZ. It provides a strong model for other states to 
consider adopting.

6.4. Enforcement

Even if detection is flawless and legal frameworks robust, deterrence fails 
without credible enforcement. As CDR Urb (2025) stated, “Reporting is im-
portant, but you still need credible force to stop ships.” The EstLink 2 incident 
again provides the best example. Finland’s ability to compel the Eagle S to 
comply by boarding demonstrated that interdiction was operationally feasi-
ble. Similarly, Denmark’s decision to position naval assets around the Yi Peng 
3 signalled both capacity and intent to act. Nevertheless, for smaller states 
such as Estonia, enforcement capacity remains limited. CDR Urb (2025) 
gives two cases where stateless merchant ships traversed Estonia’s EEZ. In one 
instance, the vessel obeyed orders to divert to an Estonian port; on a separate 
occasion, the ship refused, and Estonia lacked a vessel capable of stopping 
it. The ship continued its path unimpeded. Although not related to CUI, the 
episodes demonstrate how legal rights without sufficient naval presence are 
meaningless. NATO’s presence may offset these gaps, yet as CDR Urb (2025) 
noted, NATO’s rules of engagement are unlikely to extend to cases of criminal 
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damage. Enforcement, therefore, begins at the domestic level, with states 
needing to ensure their own naval and coast guard have adequate capacity to 
render legal rights enforceable.

6.5. Resilience

Deterrence, however, cannot eliminate all risk. States must also invest in re-
silience, ensuring that systems have multiple points of failure and damage 
resistance built in. The case studies show a clear divergence between tele-
communications cables and energy infrastructure. Telecommunications net-
works already benefit from greater redundancy because traffic can be rerout-
ed across alternative lines with minimal disruption (Belson, 2024). The case 
studies evidently show that their repair cycles are both quicker and cheaper 
than pipelines or interconnector cables. However, resilience must be designed 
with deliberate sabotage in mind. If multiple cables or pipelines were targeted 
simultaneously, peacetime redundancy could quickly evaporate, potentially 
leading to blackouts or communication outages across entire regions. Inter-
net traffic can only be rerouted to the extent that alternative and functional 
telecommunications cables can handle the additional capacity. Laying addi-
tional cables can contribute to resilience by creating additional points of fail-
ure, but it is an expensive and static solution. Enhancing repair capacity could 
provide a more flexible solution as dedicated repair ships can be deployed to 
restore services wherever damage occurs, reducing downtimes in the event 
of multiple breakages.

The case studies indicate that pipelines and interconnectors tend to be 
more vulnerable than submarine telecommunications cables. The Balticco-
nnector rupture disrupted gas supplies and revealed Finland’s dependence 
on a narrow set of alternatives, while Estonia’s more diversified energy system 
proved considerably more resilient. In both peacetime and wartime, energy 
import diversification is essential, and states would be wise to emulate Es-
tonia’s model. This means investing in multiple interconnectors, LNG ter-
minals, and other alternative supply routes to ensure that the loss of even 
multiple assets does not lead to energy shortfalls. This could occur at the na-
tional level, or, as in Estonia’s case, alongside regional partners within NATO. 
Strategic reserves of natural gas and oil are a particularly valuable resilience 
measure, as shown in the Balticconnector case study. They allow flows to con-
tinue even when imports are interrupted, providing governments with time 
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to organise repairs or shift to alternative sources, while keeping prices stable. 
By maintaining such reserves as a backstop, states can ensure that even se-
vere disruptions are absorbed with relatively low risk. NATO members are 
well placed to take this agenda forward. At the Hague Summit Declaration, 
the states agreed to increase defence spending to 5% of GDP, with 1.5% al-
located to areas including the protection of critical infrastructure (NATO, 
2025a). Using this commitment to expand import redundancy, build strate-
gic reserves, and build emergency capacity would strengthen national energy 
security while allowing states to fulfil NATO obligations.

6.6. Multilateral Security Frameworks 

Coordination with allies has been central to the Baltic Sea states’ responses 
since these incidents began. In both the Yi Peng 3 and Eagle S cases, the ves-
sels involved sailed under foreign flags and operated across multiple EEZs, 
limiting the jurisdiction of any single authority. Effective investigation and 
enforcement, therefore, was aided by cooperation between allies. This ap-
plied across resilience, enforcement, and deterrence. For instance, the Bal-
ticconnector rupture highlighted the value of prior EU-backed integration, 
as Estonia relied extensively on its new integration with the EU energy grid. 
Similarly, the Eurojust-led Joint Investigation Team on the Yi Peng 3 incident 
provided a cross-border framework that lent credibility to the inquiry and 
signalled European unity, even when jurisdictional obstacles constrained ac-
cess to evidence. Denmark’s shadowing of the vessel, without exercising a 
right of boarding, underscored the limits of unilateral enforcement but also 
showed how coordination can apply pressure for subsequent cooperation.

NATO’s response has so far been measured and proportional, increas-
ing surveillance, patrolling and developing institutional structures focused 
on protecting CUI. For instance, the UK-led JEF launched Operation Nordic 
Warden on three occasions after the CUI was damaged in the Baltic Sea. The 
most recent operation followed the EstLink 2 incident and integrated sensor 
technology, anomaly detection, and real-time intelligence-sharing across 22 
maritime zones in northern Europe (Ministry of Defence and Foreign, Com-
monwealth & Development Office, 2025). These acts of surveillance com-
bined with physical deterrence have been reinforced by institutional devel-
opments that seek to increase to improve the understanding, responsiveness, 
and resilience of CUI. At the NATO level, there are initiatives including the 
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standing NATO Maritime Group One and the NMCSCUI, and at the EU 
level, measures such as the EU Action Plan on Cable Security and the EU-
NATO Task Force on the Resilience of Critical Infrastructure (2023). These 
steps indicate that NATO and the EU are moving in the right direction and 
taking the threat to CUI seriously. Both organisations must lead on regional 
strategies, combining persistent surveillance, targeted research, and coordi-
nated patrolling. Without such measures, CUI will be more vulnerable to ma-
lign actors and careless vessels.

Baltic Sentry and Nordic Warden were large military responses, sug-
gesting an understanding that the threats to CUI extend beyond the civilian 
domain. These cases sit within a broader allied effort to monitor and deter 
sabotage. The effective result of the measures is that, since the Nord Stream 
sabotage, the Baltic Sea has transitioned into a body of water bristling with 
surveillance equipment, maritime patrols bolstered by response frameworks. 
This correlates with an increasingly serious response to further CUI inci-
dents. In this regard, in the direction of travel with multilateral frameworks, 
NATO and the EU have responded adequately and should maintain their 
current course. However, multilateral solutions should not lead to domestic 
complacency. It must be remembered that the Eagle S response, although 
having support from states like Estonia, was spearheaded by domestic Finn-
ish action. Resilience measures need to be integrated into the domestic in-
dustrial strategy and cannot be purely offshored to NATO.

7. Conclusion

This article has analysed three cases of damage to CUI in the Baltic Sea in 
order to draw lessons for policy. The Balticconnector, Yi Peng 3, and EstLink 
2 incidents illustrate both the fragility of CUI and the difficulties NATO faces 
in proving intent and assigning responsibility when they suspect sabotage. 
While suspicion frequently falls on Russia, given its capabilities and incen-
tives, attribution currently remains contested and legally unproven. The cen-
tral challenge revealed by this research is therefore not the confirmation of 
responsibility, but the protection of CUI under conditions of uncertainty. Yet 
the danger extends further. Russia has placed sustained emphasis on the sea-
bed as a domain of strategic competition and retains both the motive and 
the capability to target CUI more deliberately in the future, particularly in 
a period of heightened escalation or war. If such attacks were coordinated 
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and sustained, they could overwhelm redundancy and transform manageable 
disruptions into severe strategic crises for NATO states.

The wider implication is that CUI protection must be treated as a stra-
tegic priority for NATO. This study supports the consensus that layered ap-
proaches are the best path forward. These include credible deterrence through 
enforcement, stronger attribution and surveillance mechanisms, reforms to 
close legal enforcement gaps, and sustained investment in redundancy and 
resilience. NATO and the EU play a vital coordinating role for responding to 
incidents, coordinating investigations, and building cross-border resilience. 
Nevertheless, states must take action at the domestic level to strengthen en-
forcement inside their EEZs and build national energy reserves. NATO’s re-
newed spending commitments provide an opportunity to direct resources 
toward this agenda, ensuring that infrastructure security complements tra-
ditional defence capabilities. The incidents examined in this study also show 
that techniques which have so far resulted only in episodic and repairable 
damage could readily be scaled into a coordinated campaign of disruption. 
By taking protective measures now, European states will not only reduce the 
risk of present-day interference but also harden their infrastructure against 
more sophisticated threats in the future.

Future research should compare Baltic case studies with those in other 
global theatres. Instances of sabotage, or suspected sabotage, have been re-
ported in both the Red Sea and the South China Sea. Comparing the lessons 
from the Baltic Sea with cases from other regions could determine if there 
are generalisable lessons for protecting CUI that apply to states worldwide. 
While this research reveals lessons for CUI policy, policy proposals should 
be investigated in greater depth to assess for effectiveness and implementa-
tion strategies. If this work were to be extended, a deep engagement with the 
literature on deterrence theory would be necessary and could help flesh out 
lessons into full policy proposals.
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